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A JUDGE FROM COPYRIGHT INFORMATION WHETHER REPRODUCTION IS ALLOWED OR NOT 
S&501 OUTPUT MODE SPECIFIED BY USER? 

S5502...JUOGE FROM INPUT SOURCE OF COPYRIGHT INFORMATION AND LIST OF OUTPUT 

RESTRICTION WHETHER OUTPUT IN SPECIFIED MODE IS ALLOWED OR NOT 
S6503... OUTPUT ALLOWED? 

S5504... IDENTIFY OUTPUT-ALLOWED MODE ON THE BASIS OF INPUT SOURCE OF COPYRIGHT 

INFORMATION AND LIST OF OUTPUT RESTRICTION 
S5505 ...ANY OUTPUT-ALLOWED MODE? 

B. .. REPRODUCTION IS MADE ALLOWED 

C. ..REPRODUCTION IS MADE NOT ALLOWED 

(57) Abstract: A recording/reproducing device that carries out a control for adaptation of content recording/reproduction to copy- 
right accurately and efficiently. Input source information on recorded contents is stored as adaptation copyright information on stored 
contents stored on a record medium. To reproduce a content, the input source information is acquired, 
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and it is judged from the acquired input source information whether reproduction/outputting is allowed or not Correct content 
reproduction restriction corresponding to output restriction depending on the input source is realized. The key needed to generate 
a MAC for the copyright information is transmitted together with the enabling key block (EKB) conforming to the key distribution 
system of a tree structure. Therefore MAC validation of only authorized license device is possible. Consequently, a content having 
a structure allowing authorized use is realized. 
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20 "5$>5T-STD (Transport stream System Target Decoder) £ 58tl£ ^ 

— >y-?/r y r £ttSn£ft?c AT S t <fcoTfcBSI*-f 3 y^^MMT^o h 

7>**- v • * r v-^mm^m (t s«ta#is) 3ooit 

25 r-©B8PH&!S«>fcV — yUt-fir* r £ bTlB^-T^A 5 , *b5>^#-b;t 

Y<DiHm^^ 5 >^ ft#*tgBik«E#C«?SFt * u i: K J; 9 x 

-A^aa^ig (t s^m^so 3 o o«, d vd^©is^I£#i 9 5 ^©^-# 

SB»I$K^ #h7>^#-h/^f MOX**-f $>^4*tATS (Arrival 
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Time Stamp : mmmMX* >7) £fl-*n l,xmMTZ> o 

b U — AfC J: ^>Tffij$,$ tlZ ^>f>yCoV^T^ Ba^mm^®. 1 5 0 IZ&UX 
ifMlS^frt, Bt-^-fbatacD^^nfe^Vx^y^iH^ffll^l .9 
-r^^S^nrt^Tfe^o MM^m 1 5 10^^0:195(3^ 

&mxmwr% 0 

n^m-frh it> (wm)) tfcttu m&b&fr^m i8 5a, ga^g£ 

mom^wti 5 0 ft-e^fr $nz^>7 : ->ym j %ib*~-&m.tz&^x<Dfrmmz 

a 1 fc^-riiff-^auwK 1 5 0, t s^a^i§3 0 0. m^ps^b (w 
m) j&ttk n®&fr^m 18514, mm*&m^tz>Tz&>, m?n lt* 

^^■^xmm-t^mmt vx& 
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mut L-comumfoj y^-x (i/f) 2 1 ofrt>mj&&nimx-$> *> s 

■5jmt£Mf& t V tz t) <D T- 5 o 
[2 . 

1 9 5 fcSBft-r *«-&fc*V%TJ±x 0 3 (A), (B) oyn—^-^r— h^Vtctf 

^tzmmmw&fit>n% 0 03 (a) « % 4k^5^t©±tpj^^i: u-c© 5 c-d 

10 TCP (Digital Transmission Content Protection) ^J*^ ATtitlf 3 3 bf — 
$J®tS$g( C C I : Copy Control Information)};! J; o T^M£ tlfc^ ;i/fg-i§ 
M&^fTT&^-S-© #131:7 D— T*fe D > HI 3 (B) (±, 5C-DTCPi'7f 

15 03 (A) 7 D — fC-^Ta&BJ-rSo =r V> $ ;i/##© 3 > > li> 

*;i/n>^>y) IEEE(Institute of Electrical and Electronics 

Engineers) 1394 > ') 7;WUf ^^H, AiB^J I /F 12 2 izmi&ZtiZ 
^fy7S3 0 lti'UT, AtH*I/F12 0lt #t$A £ n % ^ v $ ;]/ > ^ 
>^^§iU 1 1 0 4^11, TSiM3 0 0 tfcB^ir^o 

20 T Smm^m 3 0 0 it, Xry7S 3 0 2 C^t, r5>**-h*rlJ- 
A^Mt^§ h7>^#-h;^y MCATS (Arrival Time Stamp (j&mu# 
MX* SrMiP Lfc^D y ^ * 54fi£UT> 7<?X 1 1 0 St^LT. Bg-S§- 

m^is i 5 o^aj^-r^o 
ffg-MS^g: 1 5 o ^t 1 * 3 o 3 izfc^T, §ii£?y^;i/3>7 

1 1 O^^bT, F^-f 7 1 9 0, fc*1^fcl:ga»Jfcflsl/F 2 1 0 tffi^f 

So Bt-§-<b=i >^>^a N h*7-f7i90, fc-sw±iasi^tei./F 2101^ 

LTIB^^I 9 5 iZtBM (S 3 0 4) £ft N IB^S^ T Z o Bgf^ 
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I E E E 1 3 9 4 'J 7^U^ ^ btgi 'tis 2 

Tx 5 CDT CP (Five Company Digital Transmission Content Protection)** 

SE&ffiSfcfrl^ %ftfl£:&t , t~Cs 5* i? $ )V3 > =r > *y ^Bt-^-fb It £ 

y) £«^b. =it:-fW»tiHR (CCI) fcftofcj&Ji-lcHfTU 3tr-«»« 
10 fg ( C C I ) ©M^fMaSUff -T3 J: a Cftot^^o 

DT CP id J; *)M%.$tltz-iV: — $mmm (CCI) teU r ^>#- h/1>ry 

t: — AsfFW^n-CVN^Cl t!-7 D — (Copy Free), 1 ffift©^ 

tf — SffFRj-T^ 1 ffif^rr l^qT (One Generation Copy Allowed), n tT — 

15 *Rtf>&V»3 tr— St± (Copy Prohibited) if ©tUM^-To IMCtt, CG 

MS£f5£ © 2 try hcDtifgO^Ctftrt^Ji, [0 0] «) — % [1 

0] 3K- HfiftnK [1 1] 3K- ^lhil&^o 

fBi§W£s&g#D T C Pfc*jfcL&$tB*C A;d'fiffKcD CCI 

"3UT*\ 3>f>S'0ftll — ) ^Wffi^S****!!^ Is *l^fc«feofe*ftS« 

20 ^^fr-T^o *Ji«X*3 >r >V C^t l/t»S$nfe C C I : 1 1 (ntf— m 
it) -cfcSW-S-fciu >^>y©83^$^K:"^t~£te^^a > £'^fT$*x&^c J: 
£&£o A*3>f>^CMlti^$iifeCCI : 1 0 (ntf— lUttt 

«D 3 C C I Gr>n%WkZ.&tfte\,K CCI : 

11 (3tr — ^ih) fcU, ^>T>y<DfeM*U ! m$:mfiT 

25 DTCPtCiica^<f-^MiC^lMli, 5**-*g«fl!<DAfcH 

^3 I/F 12 2(t ^t 1 ^ IT'S 3 0 1 t\ IEEE1394 ^ U LTBg-^-'fb 
3>r>7$Sf U ^©^^-fb^>^>iy*s DTCPS^iC^iltff t, 

D T CP {3 J; £ t^*^ >^>y©ig-5f-fb B^^^<b^--S^r-§*j^Ls 
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^©*— *m^xfi t>tiz>o Bg-^b^ftk^^i/ri >r- >\y«. ^©Bg-^-fb^ 

iM'fbtffl^&^r-©^!!*-'!' 3. >^^It77^ tifis B|-s§-fb=J > ? > y \Z<£ 

< c fr-. Mfb^m^ ft ft, ug-^-fbr? >^>y#«#2ft£ 0 

<BL, Bg-sffb^ >y^>yiz^ ^©«-if&fT? £#>©* — #^£ftT^ 

& trnffiX-frZ &ML£;ifcufc#>, ttTT-li, ^£© £ 5 £%;t 3 % © 

"T £ <> C^T>> DTCPCo^tS, http://www.dtcp.com© 
URL (Uniform Resource Locator ) X $tl§Web^- ^ £ l> T $t^'ff$g # HI 
^^ftTU-So • 

1213 (B) CSt7D-!coOTli?5t5o 1213 (B) ©:7D-J± N 5C-D 

t cp>>^^A^*iiig-r^ntf-$!j©fi$g(c c i x^otri^nx^fe^f 

(t^^I/^ >^>y) 0!lxt£. U S B^ft^LTAtBTJ I/F121 C# 
^fe^lMil EEE 1 3 9 4;U§^ttAttl*I/F 1 2 2 #t £ ft £ 
^?-y7S3 1 #t,^£ft3;r S^;i/rJ >r>5'*fiU ^7 1 1 

o^^u, *^isa>LifcaK a is 1 8 5 ca^t^o 

t?2*bJ: l"C03 br — f&HttflHRfttftflj =r tf — IHfaW«K:ti£ofcMlSl4gS 
?Tt"£o flE^jgfr' U (WM : Watermark) ti N > r- > y £ ft £ t: 

^^©n^^Vy©:? If — tflgfc 1X77^ V U • v — V (Primary Mark) 
#3 >>7Cia)jiSti5o 1 1 (r/f-^ih), 10 (It 

ttr?^-qT)s 0 0 (3 If- 7 •;-) ©2 tfiy rtSfgT-&3 0 IBftltl^n tr— ft 
ftsS»fcH: N 10077^7^ •y-i'C^t^ nlf — v — ^ (CopyMark) i: 

■p«fta ie» b cDfifi 1 ftttinu 1 0 1 ^v^ifiK: uxn^vyfcitt bx* 
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ilia e» &v^ 0 c: © J; -5 Clfg* V t bTiK>a$tife3i;-iHip« 

xli3^©tft®«i:lt, TIB© «t"5K:E^$n*o 

I2M : t&aj©^#qj#g&iis§ • v-^amwiE. 3 t — 

v-^f>finMii^.nxti) 0 

citi £>©«£§ m&^t. nffsfts Mates ^ti^tt^**3 tt&So cti 

El 3 (B) ©7 D — <Z>ifclW&i£tt*o m^S^beDjaa^^^y 7S 312t 
15 Hfif^^il^ ^fy7S3 13C*^t, TSjia^3 0 0 CaiAt^„ 

Tsii#g3 o o fc&tt^Mtia, mmmm^mt^ h7>x*-hx 
b >;-a^-^ c^-r^n v—mmm m. cccd (Dm^mmt^^n^z. hiz 

03 (B) ©A^ — C C I <D$m%mfi bT^*^r^^;i/S 
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dCD<Jl5£. C C I W&m?— ^©fttaKl^VNTtt. m^il^L (WM) CI 
yT©^f97"S 3 14, S 3 1 5 eD*QiJIB\ H 3 (A) OS 3 0 3 , S30 
gf^nfen tf-^J®#$B*«T5S^b i: b-tS#>&A,£:3 >^ > ^ #BBii^£^M;: 
-£©#i3icou-c. 03 (c) o7D-ft-hctotSiifit5o t^d^m 

10 -«g-©n >^>y (t^-o^zi >f>^)^ Atli*I/F140 Ci^^ftS 
AH17JI/F1 4 0Bx ^fy7-S3 2 1C*t^ ?©7tD^3Vf 
S«bs ^fy7 , S 3 2 2fcl*s rtltSA/D, D/A3>M-^14 1t 

d © 5r # 3 >r >^lis MPEG3-f yi'130t«ft$^ ^f^7 
15 S 3 2 3 C^3^T, MPEGi>3-h\ t^fc*>MP E Gffit Ji^^-f^j!!!. 

s#f!if?i**^ 1 1 o^^bfv Bg-^^as^m 150 t#t^^n^o 

^ry7SS 3 2 4s S 3 2 5. S 3 2 6 M^T, 12 3 (B) ©;*^ 

y rs 312, S313. S3i 4^&tt&mmtmm<D!iE ! mft i fit>n2>o -r& 
m^^^btfetBs a^a^s 1 8 5 c £*«^»a»b©*ftffix mm. t 

20 S#L3fl^j£3 0 0 tc ct & h =7 — Wry lteM~?Z> AT SttiKK 

I*>t{:S^<CCI (n tr-fBI««tR) ttAiu flt^tti^Sl 5 0 t*5lr*i 

5CDTCPSfflV^cIEEEl 3 9 4*^03 >^ > ^A^lCi^^, fgM • 
flfe_b^©^^^;i/7 i V tfifc2£fc£\ ^©^ >r>V03 wan tit « (CCI) 

nCS^^tIB®3>r> l )/(DC C I £¥d®f-r£o ufttMU 5CDTCPC 
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iDnVr^^^CCI *m.m Lt^*tMEEE 1 3 9 4AA^ T±u!fX 
Afcj5V^-t(±^ -£©3 >fVyO C C I %fe&b 2> Tztbte, X* $ ft£ ra > x > V 

fg (Copyright Information) ^ > ^ > V Cftjfctti:*- TtBS^ffcCfB^f 

£o ^^-rs^^^tf^g (Copyright Information) {±, tfimi. A77V-*t§^ 
10 IB^a^©«T^>^U1«:^;ftlg (1101 1 . 2, 3 ffift). tit 3IB^- r* 

©=&tt?g. =r > ^ > v bmmz n z, ^ \?-®mmnt b-t© c c i 7>e>siiR 

15 W±©t*^§«f^tHilBi: b-raS^b-CSB^^^fcfe^l-^o C *x ©ti *g©P 

■ef^iri: bTag^bfeas^3&s*^£i-*o cne>©^ttj$tt7£a^*r3 br— www 

20 «*p&efefHIE<z>flSb^fe<z>fc b-ras?$ixfc*«t«nt:-»j«i«**^>f h )i 
Bint: — jW»«?Ri: bTKJgU ^ >7 l >^C?*l6f?rW-CiB««l<*fc»iW'r*o 

$tiz>%BM.tt0.^>>7 L >yizm5-&. i ta-f^n tr-qj> ^ if — 7 »-© 20©^ 
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IHf*:lc»ll!l*nfe*f^*flMR (Copyright Information) l*]©tI$BT*&3 Atj V — 
iT&fc^ ¥<DAJj V — a VT^yfrOflMRfclSUT, ^fcs 

r3>^>^©=it!-$iJt@^afc bT©«liI«tt&*ij»rU H£bT«fcv>*if5a» 

&t£ai bfctf&n^j&aifcfx *©is*fcjffi b-cs* bTctvN7>jfa>&^^^ 
b y -AtMt^ c c i as^^^^vN^^e, its* b. T^-u?m±<DWi&^\z, 

fe^liYi'n li^3 > (Macrovision)M-^ ; £='>^>^^f\l'iP b&/6 s e>/±5*-r 
20 -So lftfcM<D®-£\ tfSxJi, CGMS#55©ttinfitfR (WTs CGMSfi$gt 
VO.) AG C©7j5S;©*SSi£fJ;B l/T, 4t§££ ftifelftfftM<DjE«&*l/H * 
^ftCtSfeftOAG C7i7VX«-t (v^nKya >#S;<D«aiBfriI:ffi<z>SHWB 

25 «jK«(z«M bfc*g-&©|3^-* ftlBfttttfcfr &H£ bTfcU#-f S^LSO^Ili 

£-fe#JC ^r>>7S4 0 lCiSUt^ I«7>f ^1 9 0 * fcttSfiitftl / 
F210CJ;ot, IB^^^l 9 5 CtB»*ii&M<fls=i >r>!y*J:^ Ht^ 
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w&mm. ^>^>y nz^v-mmmmt br©c c i^^m 
#4S$3£*K £ft&©ti$ifcs^v^:3 >:r >y©is^ aj#©"5r§#¥!i56£ n 

£o cne>©M£o^Tfci\ ^iBf 3o Hg-^-fb^> 
^>^«, AX 1 1 0 S^b-C. Bf-^-^ia^a 15 0 izMtiZtiZo 
ffe-^H&m^m 1 5 Otlt ^ry7S 4 0 2 Ki&V^T. K^-f :7 1 9 0 Sfcfi 

10 ib^«#i/f 2 1 ofrzm&t?n&i%^fc^>r>y<Dm-%mm&nffzti, 

tfr-^;u 110 it, t smm^m3 0 0 ttB^J^n^o 

T S ft8>M^@k 3 0 0 fix Xfs»7S 4 0 3l:^T, f7>^*-f^h'J- 

ATSCjKt&IJilt^bT, /Ul 1 0SjM,ts AfcB#I/Fl 2 0 fcft 
15 »t5. £fcs >7>^#-b^hU-A«t»©3K-iWflfll« (CCI) fetldl 
bTs C C I < 8Hl^£fT&5o 

T-'^^^aS^^fetlS. ^^l/AtB^ I/F121, 12 2 £?>UT. 
T S#LSI^IS!3 0 0 5> ©7^*;i/n ^gflk: ff£$L3£§?- 

20 Tt^o t smm^m3 0 00mm, Bg-^mm^mi 5 oizisttz? 1 *;? 

Xm±) I /F 1 2 0lt ^r^7S 4 0 5t\ IEEE1394 ^ U £ 

^ufi?^;v3 >^>^*ai*f dtcp ©M^c^sa it> ± 

25 >^*B§-§Yb LtgltS. 

X^y:7"S4 0 6 &;r:fcUT. MPE G3-t-^ 1 3 0t7y^;i/3>7>^ 
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tfMPEGr3-K f SALS S*K X&JjI/F 1 4 0 C#t$££ft£o 

AaSA I/F 1 4 Xr i )'7 , S 4 0 7 fc&lAT. MP E G3-r^ 13 0 

T-MP E Gt^ — FShfery^^^ F^t" £ A/D , D/A3 > 

/t — £ 1 4 ltD/Afft (S4 2 5) It, 7tD^3>f>^ktSo ^ U 
5 t, 7r^7S 4 0 8CI^ Xffi*I/Fl 4 0li, Z (DT j- V ? ^ > ^ > V 

— M4 (B) ©#UI:7D— }±. C C I V - ^ * 5> A A ? tlfc r 

13 4 (B) Offll7n-T'lt TS#L3I (S 4 1 3) CD^©*^y7°i:b-rX 
f^7S4 1 4CD«^^^b (WM) *&3#&4;£# (A) Kl^tMtiftSo 

c:cd«^^^u (wm) a&aiwu m&.=i>9 : >y<D : 7 s —?$><Dm^Mfris*yim 

>y©8B»CH5 OT*f£tttiHR (Copyright Information) &8B&£K#K:«iM £ *U 
20 HSfeKffcU±^H*»St3 C»iS"r**ff (Copyright Information) 

[3. y^>z#— h^h<;-A (ts) jaai] 

H 5 WTfc/fl^'Ts *^0Jt^o(t4a3^^±©7 r — * 7* — w h % 
25 fiftwrSo ::-CP^tSr-^7t-V9Mt fllxJiD VR>>^t AK*>^ 

^©^^St©»/>#tt*^a^^(block)i:VNd^BfIT-i^^o l7"D^lt 1 
9 2 *X (xy ^^) ;W r (0iJx.«X = 3 2 ) CD*££ ilftoTl^o 
*^BjT*tt. MPEG2CDTS (r 5 h • * r U — A) y h ( 1 
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8 8rW b) tATSt^iDbt 1 9 2/W h t It, ^H^xmm&X 1 ~7u 
vtKD? — *? h UTV>& 0 ATSB2 4 7513 2 b* y r ©*ftBf ^J&^iTt 2 -* 
T*&tK 3d£ t&BJi bfei 5 Arrival Time Stamp (WMBSMX $ > 7") ©B&T* 
fc3o ATSIi#;t/ry r ©*#B#^Jtj5K b£5 >^A<£©&;g>:r-* i: Iti 
/$£*i£o IS^$t#;©D>£:o©;/n y ^ (-fe^^) tcfi. ATS &ffi[3 LfeTS 

( h v >^#- r . * h u -a) ^y h tzxmmMTZo *mw<?>mf&-e&s 

5 >ntt(Dfe5AT S &/I^THg-itfc;B©;/D y — S^f* £ fcfc<fc 
fflMT^n y ^©Bg^bM^Hfr t5, ATSSffllM7D»^^ 

ft < ft ^L5®AS3a^fi?j^>&:^o 

ft 33. El 5 fcmTzfu y ^ . ^— je (Block Seed) ii s A T S ^^tf^ipffl fg 
T*fe^o y ^ • is— K{±. $&tATS^ttT*<3 tT — ©HWflHR ( C C I : 
Copy Control Information) ^ttSD^tx 3 0 d ©*§-£, ATS h C C I 1>T^ 

ft*. dd-Tf. >^D y * • FCfltlS3 fcf — ftf|B1||fR(c C I : Copy 
Control Information)^ but* Lfz 5 C D T C P (Digital Transmission Content 
Protection) ^ * ^ A T? « IS "T * 3 fcT - (CCI : Copy Control 

Information) 7?fe*K *©ffi:*fcjfc b& 2 «»<Z>tiS8U Tftt>*>^ EMI 

(Encryption Mode Indicator), fc-S^BU 3 tf-S!l®lt»^§^ & & tf> <Dt§m ifi 
tb ftttiR £ ftT ^Sid*:7*-vy htijut SS/H $ tt § n > ^ > y 

M8>&£tlfz=i (CCI) -£fc£iI#>i&^C C I (Embedded CCI) 

<D^-Tftfr(Dmm.%:Jx.tyk Lfc&©i;ft 3o 
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■X (Unencrypted data) ©££|B^£ft. m^cD^ — & (m+lM-f rWP£) # 
5 Mr — (Encrypted data) Cffilft & tz tf>T* tb Z> o fc*, «U 

CCT- N ATSomjjgfco^TPfilcRliBtS. ATS{±, $fcfc * WW U& «k 
5 MA* r^>*#— h;* h'J- A4»©#hv>^^— >/t-Jry Y®mM$ 4 K 

#-hJ*>ry hit, ^mmtefflm-emtiZ (07 (a)#f«a)o 

d®^^?>^H:MPEG2^Xf AX(ISO/IEC 1 38 18-1) tl 
^^ftTV^MiSlft&^n— ^Xfe£ T- S TD(Transport stream System 
Target Decoder )£$&|£-g-& ^ £ a to Bf ft3 0 

o o izjs\,\Tmntzmm*mw~r2>7xj * prnzm-to o o ^ 

HI Sfcl4ia2CiiVNTtt, AttS* I/F 1 2 0 *^LX. ^ttAiH* I / 
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F 1 4 0. MP E Gn-^y^ 130 ^iHtS?6 0 0 £ h ^>Xtt—hX 
Y »J — A#A;>j£ft3o 

r — YX V Ai£, try r y —A^1 — i7-— (parser) 6 0 2tX 

#£ti£o tn^h y-A^— y— 6 o 2ti. a^j b^>x^-b^ > y — a 

5 fr<b P C R(Program Clock Reference)/-? T v h &#iait"&o i PCR 

/^yhti^ MP E G 2 J'^fAXtl^nt^SPCRmfli^nt^ 
S^-Jr^ btfftSo PCRv^y Mi, 1 0 0ms e c^oHFiriMfft 

^titv^o pcRit h h/t^ry v &&mmfcmm?zmM%: 2 7 

MH z(DMftT'*1-o 

10 tVX, 2 7MHzPLL 6 0 3 C*^ts iBW4Wio2 7MHz^D 
5'^Sh7>X#-hXb y— AOPCRtD>^ (Lock) $-fer3o AX^ 
>:?"#gifcHI8§ 6 0 2 7MHz^D^^©^D-/^©?tj"i7> hiCS^^fe 

^^fA^^>7tMt^o ?tt, ^Dy^ • — K (Block seed) tt*nH]E& 
6 0 511 h 7 >X#~ hJiirv Y(DM l/H hg^A-y>^^776 0 

15 6 ^A#£ ft A^^>7SATS £: bt. ^0f7>7*-b;^y 1 

ATS ifinm^tltc h 5 >X# — h^-Jr y Mi, X A — ^ > y 776 0 6 
*p^6 0 7fr£>. nt^M^® 1 5 0£ffl:7j2ft, ««T?B&Wr S «f 
^M#f»??T£ft7c^ ^-{719 0 (EI 1 X |3^I£#:I/F 2 1 0 (El 2) 
20 ^ITXM/-^^?^ T-C&ZmMmfo 1 9 5 CEflkSftSo 

muz, Aij r v bxvv —&mzmmmz§awtzn2>m<Dmm<Dm 

S^To EI 7 (a) B\ fe5H*7*D^7A (n>^>>^) SiitSh7>^ 

■efeSo u©^t(ih7>X^-h^^y hOATJliv EI7 (a) C*ti5i: 
25 7FM,mt£?'< 5. >^TlJl5o 

El 7 (b ) B\ 7*n^- £/— H (Block Seed) MiPUlI^ 6 0 5 CDffi^*^1- 0 
ZfW& ' is— H (Block Seed) tffiamffi 6 0 5 (±, h7>X*-b;^'J' h$ 

(Block Seed) fcttiPLT, V-7M>r-y M^t^o El 7 ( c ) {SIBUfc&fls: 
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Cie«i£*ifc V — KKTv b %mto V-x;^vMi> El 7 (c) C^tJ:o 
CB8IH*ig«>TgB«iiflcfcaB«*ii*o c © £ o C Fe8PI£l§#>-t fB^f- 3 ui:C 

5 -r© t s^ii^ig3 o o ©^ls^/s^d ^ ^m&^b-tu&oS&i^s o o 

y ^ • i^— 1* (Block seed) #$£|II8& 8 0 1 ^Xtt^H. ATS 
t Yrt>rv h ififi-MtstiZo $4 X >^fg£H)B& 8 0 4 (± N 

#}$0 2 7MHz^D>^ 8 0 5©^ D y^^V^-^tS-^fcBfPEl&if-^ 
10 -T£o 

8 0 4i>bXti£ti5m&®\%M*itm-tZ>o €l/T, * ■< X > ^^^HIBS 8 0 
4#|64t'SlSfFli:ATS^L<«:ofe^ iB^M® g& 8 0 2 fct x -^©h^ 
15 YrtV y h SMP E G3-fy ^13 0 ifettf^^^Affl* I/Fl 

2 O'saJ^-TSo 

ia 9 a. a*a vm-^*m&m£.$& 100 ©mp e g^-?^ ? i 3 o 

tMPEGx>3-Flt^ $?>icT S#lJl^f&3 0 0 fcl&^T b 7 >X#- h 

* b «; -A^^F-^-fb-r-s^^^^i-o t*o-cia9ji. la i 02*i7?.M 

20 P EG3-f^ * 1 3 0 t T S^LS^m 3 0 0 ©SJIiM^ftf Tit7"D >y 
^IST'fe^o ^^9 0 1 t^^-M-^TyX^^nt^Dx ^tlliMPE G 

tf*x>3- 0 2 ^x*$n^.o 

MPEG Krtx>3- V9 0 2 it, A^tr^IftMP EGtf^Xf'J 
— A fcfa-f-fb bx ^nSAy7 7eft^f'J-AAy77 9 0 3^tH*"f^>o 
25 MPEGtrti>3-^9 0 2tt, MPEGtr^"^ h U *— A t£ -p W "C 

©T^-fe^^-y Mf^^^a-fb^^r^^--^ 9 0 8^&t]irZ>o V^XX V V 
-A(D7^t^ax.ybJ;a v If >? =f- T* & *) „ T ^ -fe ^ jx =. v b ff$g £: =g- 
t^ftCt^ft^^, ftF^btf y hi, ^n— K^-T A^^>^T-fe^>o 
CC-C-s fcT**-**-f rtt. I/P/BK^ft (picture) ©tit $BT- ifc S <> $7c. 
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er3— A^^>7(tMPE G 2 i/ 7. =r A X^M^ $ tlX ti$B^ § o 

— ^ 9 0 5^A*£ix3o MPEG*-r^x>3-^9 0 5 
A^^-^-f m$MPEG*-f^X b 'J -AK^F-^-fbbs ^n*/t^7 
5 t 9 0 6^iHtlT^ 0 Sfe. MP E GX-^J 0 5 B\ MPEG 

^-f b U-AC^Ut®7^tXi-y h*ifK&#fi-fbX>r^i — 5 9 
0 8^tti*"r^o # — 7 s b 'J-A07^-b^iX^ h * — r 4 3" 7 

AtJbO, T^-fex^.-^ bif^g^a. — 5*^ ~A7 — A©?$-^<fbK «y 
M, ^rj— b*#-f A*^ >:r-e&£ 0 

#A:fc£ft-3o ^a-fbX^^^L — 5 9 0 8 « x 7i»t^y h tS^tS^V>T^ 

3 $013911- -So ^S-fbX^^^-7 9 0 8 (is 2 7 MH z!fif,g©a*P 

^S!l^^^-r^^ny^>£^f*, N ?bt, MP E G 2 tIS$nT^I.Ii!fi5«: 
15 t3- ^T^Vtr&^T - S TD %mtz-r id C IT, h7>X#-h;^yh 
h^-fl3«!llilfll«*ft^-r*o /^s» b^-fbfrJiPti^y:. b-fb 
b U— A©«^i:X b U— A©e£T-£&o 
/•s/ry hft-Bfcmmmm.&^7**<rt>ry b©i§-£N 74 yf 9 7 6 fiaifHCfc 
*> N tr^tf* b "J-A;t5»7 7 9 0 3*»&^^ry b -fbftWf ?S J; t) Ji^? $ 
20 ftfc^-Y n — b^— *S© Kr^f-^#i^tK$ti, b 9 >X#- b/14-y b 
?3-SHbit9 0 9^A#£*t&o 

b^bMlfiA^-r^ avt*" * b ©*§-£i\ X^fyf 9 7 6libffl 
D s * — 7*-r b 'J — A/W 7/ 9 0 6 D- b^r — * 

S©^--7-V ^-t 1 — ZftWifrtiSgn^ h7>^*-b^^^ b^F-^-fb§|9 0 9a 
25 A#£tl3o 

yi-iry b^-^-fbffil^tifS^P CR;^y b©*§-£. b 9 >7tf — b /t>r y b?$ 
-^-fb^ 9 0 9 li, ^M-fb^-ir^i — 9 9 0 8 &> £ A* P C R£^D 

C £385* x h7V^#-b^»; b^F-^^bi§9 0 9AMUA$n 
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ftV>o 

Y fc^-sf-fb bftv^ b%m^1r2>Wi'&, V^^xft—hrttry h£ffl:ftbft^o 

5 £fifcb. titS^-T^o b^ot. h 5 h?£-^-fb3§9 0 9 (4. H 

frtitofc Y => >Xtf— Y^trv b ^as^-T^o SI* (Arrival) ^-Y A^^ > ^"(tinie 
stamp) tr^^©9 1 0(4. ^M'fbX^J?^ — 5 9 0 8 A* £ *X3 P C RCS 

ats zmnrzx, 

10 0 8fr?.XA$tl^P CRtt, MPEG2fIS$n§ 

b^>*#— h/1-5ry Y<D 1 0/W >• S©SMW^©f!]3tH#£!l£^"f AT 
S©fit(4. P CR©«*& 10/W h 3^511* 1-*KfSifc ft *o 

fny* • is — H (Block Seed) #AniH5S9 1 1 (4s h 5 — h;l>ry b 

9 0 9 ^5, fcH* £1x3 b v — W"t$r y A T S ^HMT £o 7 

15 D y ^ • >— h* (Block seed) ttMmffi 9 1 1 £>£>£B:fr£tl&AT Stt^CD h 5 
— Y^Tv r (4, ^ A — *J>#j*v 7 r 9 1 2 £JIoT. Wf-^JlfiSl^K 1 

IBSiigft 1 9 5^fta$ti5AT Stt§© h 9 H4. Hjgr5«l 

20 m^m 1 5 o -e ib^n^ m^m i ic) izm-rxoizmm^B^r^msx 

ATS©*t$tt3 2Ks> MCft$otV>*t»tf"Cttft<x 2 4 tf 
25 y h7iS3 1 tf y b ft A T S © H y h:K#;gVM$ if, ATSOUP^ 
>*-#-Ji-r3JSIiH#S< ft3o 0!*tt. AT Si* 2 7MHzfig©;W 

2 4-b i tfi©AT S tfi — JIB & B$ FrH4 . 0.6 
£®l$IHnmi&, — «S© b 5 h U-AT-(4+#ft*££ 

T*&3oft-t?ft£>. r ^ — I- * h U — &or>rtfy Y HSPS(4. M P E G 2 © 
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It, ATS424-bitWlCbTfe^ <) 

Mt* — 7* v t> is— H©«lJ*fc bTV* < ofr © So 
5 y ^ . ^_ FO^^fO^ia 1 0 ^^1"o 0 10 (DM 1 «U ATS*32K»f^ 
^^-r^^tfe^o 110 ©09 2 « s ATS^30f-^tU ^ lf-$!l®I'fi$g 

(cci) §2tyh^Mt^i-efe^, ^\?-mmmm&, ^tufinm^n 

fer-^©n t-Hi0tl^ittli^fet)v SCMS : Serial Copy 
Management System JpCGMS : Copy Generation Management System iPM&Xlb 

— tim~*I£tiX^Z> C t£^-f=J ^— 7 U— (Copy Free). I1fif^©^©3tf — 
^ffFrff-rs 1 1tf^33 tf— ffnT (One Generation Copy Allowed). 3tr-&|g#>& 
V^tr-^it (Copy Prohibited) & ^©titfg#SH2: £ 0 

0 10 3 ATSS24k'9hiiU C C I & 2 tf y r b. $ 

?UWa> (Macrovision) <D-#>/*7 (On/Off) £ tt? "T fl $K & £\ 4»^&ti 

[4. m^mfrh (wm) jaai] 

20 ^t3.«^^^biCctS=i^-$iJ^5a ! SiCoV%-tSJ0^-rSo«^^A i b(WM : 
Watermark) «\ 3 >^ > y b>* * — — 

Ymm*mmi-% i><Dx&& 0 ttB^n^t^ rfisgc^-c. n^-^ o 

VUV — ^ (Primary Mark) #3 >^r > y ft3 0 C fttefe 2: 2 
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e v vmm-etb ^ i i (=1 tr-»ih)s i o ( l ffiftri tr— u). oo otf- 

7 U— ) T*fc-5o * IT, IB^^B^n tT — *fls*Rjfctt N 10 (imft=ilf- 
rI) 077^-7^-^ (Primary Mark) CDttM £ tlfc 3 > 7- > V & 13^1" 3 % 
1 OC^tlT, 3 If — v — ^ (Copy Mark) J; Of fc£tl,3 1 *f * h ©ffi 1 £tt 

5 inbs 1 0 1 t v^tffc lt. *^ai3^u©iis»a**tf«i:o-cia'««E<*:fciB 

#jJ;£ft3o r^-Cvyv- ^ (Primary Mark) #0 0©i^C!i3U-y-^ 
(Copy Mark) ftftan?- * i&Stfft < . 1 1 ©tl-£r C n tf — ^ifcT-& & © TlB^ 

10 m^jlfrb (WM) «u ±gB©J;d&=J tr— »JIR©<**Cfc<s ?i£fl?JRS 

C4>fflV> £>tU#£o -T^t)^. JL— tfS^ii^altg (user writable) ^7-*^^^ 

* k=»K— guh*as-r 1 1 t^3«ti**?a*bki/ti«)asn 

fen >^>y&&^fzt>. -e©l?££b&w kv^«SW£|i|fT-r3 c k#"i?Jt£ 
T-fe^o *fe, bf*ftm^<fco-t:fc|lft&#, — If »£&?>'5jBg (user 

15 writable) &^-YX^±£fckfci: 1 ltt^=J t? — W*5sf 1 0 k ^ -5 =» ^ — «■« 
>7 t >y*BB«bfc»-&K:fciU ±lB©io £ 3K- v — 9 (Copy Mark) 

ffttfiu^ tix 1 0 uv>53 f-tsigk ufem^^^ u*a«)jitt^ k^iim^ 
©-e. 1 isf^3 ^-ni^^-r 1 0 t^o 3 tiMR&ftori >^>y&, 

«^7i^oIag (user writable) ft 5 s -f * ^ _tfc -o fctl-£rM b ft V» J; 

25 * (Primary Mark) 0*#lttfli* L < ttf? 7 f b^^ Kft$^ ^© 

tCnt-Y-i' (Copy Mark) tb h ti 3 x. £> ti-S o oJO, SiBSj&fr^ 
^Clot, •B^jSiPb (Watermak) (Dj3&&fe$. Z> iZ^tlX ^tHZMSts bfe 

-r&*>-£. iB^H^mii*^** b (WM : Watermark) ©ttJ&Co^Tx bu 
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ilM:iWb (WM) ©2**64 bfcv><, (tfcffl> fl-*D i: * £ bft 
i2ttft:77^x"Jv-^ (Primary Mark) ©^Jfof § <, d&ajfciT- § 4 & 
f*in ft T!' S v> ) ^ 2 * tt 4 5 s - ^ BB«I^ © ^ * ft IH» i± T K © «t 5 

5 £ ft & 0 

11 (n if— ^jh) ©n >y^>y : IB^bftU 

10 (nbr— lttM) ©rr>er>y : 8B«f *o bliM£f-tMr^ © 

10 0 0 (3^—7 U-) ©3>^>^ : ia«"f*o ft^^btiH^f^©* 

So 

H£B# : ^ — If^^a^nrt^ (user writable) & 5 s * 9 ±IB^£ ftT V* 4 % 
B4t^3 >^ >y ©*;?»*» b&tftffi-T a „ 
15 11 (n If — ^lh) ©3 >^ >^ : 3£ bft^o 

10 (ntf— 1 ffiftnl) ©n : B4t5o 

0 0 (=Jtr— ) ®3>f >^ :S4tSo 

fH3 1ft<ft : 3 if — v — (Copy Mark) & ^i&TttJS f 4 o (tfeiib ftJafcfefc 
^31ft«i^SCi5^4 7 ; -^BB^^©*#:ft$iJ«I(±TBB©ct 5 fcfcfco 
20 SB^BS : SB^^n^rn >f V^Cl^Sifl^^tiit^o 

11 (ntf — £Sit) ©n >f^>y : IB^bftl^ 

1 o (nif— lm^m ©n>^>^ : E«-r*o m^m-fris* 101 (^*x 

0 0 (n tf— y U — ) ©3 >^>y : i3S"T*o S^SSfr lli€0SSo 
25 10 1 (^nJ^±3 If — *Sit) ©n >f>!y : SB^bftl^ 

$ 3 ffiftttlS t is 4 t-* - * Wife B$ © il®J l±T 13 © cfc 5 ft 4 o 

S£B$ : 3. — -tfS^Ti^nTfg (user writable) ft =f 4 X # ± £EB^£ nt V^ 4 N 

11 (ntf— ^it) ©3 : H^bft^o 
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10 (nir— imttio ©uv^vy :H£Lfcv> 0 
oo (ntr— 7'j- ) cbz2>7->y : stt^>o 

10 1 (*nK±3lf-«±) ©nVfW :S4t4. 

flb©1S'ft;©*S«"e?f£ bfc J; d J: bfc m^Mfr b i: bTlB^^nfen ^~ 

#10 (n tf— 1 1S<ftW) (D7HV'^-^ (Primary Mark) £*#o:3>^> 
y*8B«bfc«#&#3mfli©*S-TfB£b.J:5 i:T3i:. ^ 3 tttf^©^l^©ff 
10 — )V\z£-3\,^Xs Z.(D-=i >x>^ ©?!£#?? < &o"t H5o 

C 5 . *ff?flH*ffi] 

*^B^{i s ±|BIH«© J; d&n #J»Mfc:fer**Ko&&«l»it-r* * 
©T-fctK fB^^t*f^-^ZJ >^>y*&*rt#lJg©I^fcs Vftttttffi (Copyright 
Information) £HB«teCgB£i b. i?£Bf fc*fls«««&#Jtfl b> 
15 {c^^^nfe=S-a©t»^^a^V^-r^J^ISff ^ d o ^ftfgtfffR (Copyright 
Information) 3 > =r > V © A7J V — * tf?8, IB^gSSi©*^*' bttt-ftti 

n (luioib 2, 3m Y<D&mmh, n > ^ > y * e> mm 

nz^v-mmmm-c&z c c i *»&a*?$nfe«*abv>«iR»a v—mmm 

tr— *n»flHR& !k une. ©««*#& i w±©WfR&*f£*w«i: b-c 

8S^bTlB^^<*:^1&!^-r^o ^ft^ti^R (Copyright Information) t± s 
Efe^A/Sti&^Jidfcs JEStttSn-l'tltCMAC ( Message 
Authentication Code) #tt*n £ ftT 8Bflt&ttlCfei|l|-r £ „ #«lili©til?R«UI«B 
25 i: b-C©iBM^^®"C-tt. 3>^>^©lB^t|^b^ ^ >^>y izttfomitz 

*Tjs& ut»« Lfc«ff «W«©MA c«K©Su aJt*#&v^ fctfltBSnfe* 

( i ) *^s8*biaftw« 
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Wftmmm (Copyright Information) ov^ftfll"r*o 
7"7-fvij7^ (Primary Mark) rr > y £83^ b fc^flc&Jfi 3 tit ft 

io om^n&vxo t u&»-&. ^3m^©^i^«s >^>y £*tjrs-rs 

15 i^Woiot, fg 3is«©*»»fc*w-aii*«iani. nvrv^ci&ai^n 
fcm^aipbffidaifiiiB do) a, m 3WKtz3si*?>®m^— k t it© 1 o 1 

3B«1»«fc:fett£mttK:jfc&;fcjEb^*&Jffi***rtl 

20 t & 3 o 

(2) A*V-Xti#B 

*t*ff«Hll*k bT«*i<*n*A:&v-;*««co^TBire"r*o a*v- 

5 C D T C P fcmU bfcXAV — ^7>?>©3 >^>yt:&& 7>s BS, CS? 
A2» V — *W«fc bttt. IEEE1394-Y > * 7 ^ £ tf-f 5 n If — ftj 
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A#£?5&o£;A?7-f >^7x- <fc ^> T HSU qJtgt: & £ „ £ <o 
A;*j3>5r>y#5 CDT CP £ip»Sbfc3 tr— ffifPfflHR* Ute 
fl?)K:ttr^^;Vr- * £ HOT S;l>ry h KlftiP $ fife 3 fcr-$ij^f|f $g£^f T 

t* s $f*bV>o 5 CDT CPEtofcry^Jl'T — £ A s fc^liBS, CS 

^©I2«3 >f>ytii> 3 >^>yc*tT Minting 
t [sx mm -rz>mf&&mm£rci£Wimgtix&i!), mmn^mmits d©j;5& 

-c-feD. ^&v-*fr^©A*r^%?§M3im~m^b-t. wifcM^&w-s 
>t- >y{%mfij£.iz&\,^x&^ "£(Dj}5&x&mt<tifc^>T>y%&mvrcmm 

5 CD T C P V— XfrbCDy* — $ XJl X & 2> <DUMt* — * ColM 

<7n t!-E6±^S;-efe%^^ D tf a > (MacroVision) ©#-?§&tt}jnT *U£{il2i 

20 ttmrnztiZo ^^^^m^^^-^^t*. 5 c#ig©fc=i>^>^«^^ 
5*;-e3 >f>!y4sfti$ti^i^c©^ aj^^iF^n-s 0 -£©#u bs, cs 

HI 1 1 tZ7j%irm& 1 o©^$»J^i: LT^-T &©-£& tK 31ft ©MftJ 
25 <&? b$ — gt-r-2>fc©-T-ii&u 0 

-§fflpg©^fc©t;:ierfc«w-ft«& 5>&w b#> b-e&nH«fc D <fcM!i 
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SSitj cD©mti^$Jto^^C(i x nt-fi^iT, rrnf-? U -j ©n >^> 
^^ny^^fca, ^t-^Wfg (CCI) #IB£ftT^£#. cniitbiK 

&lzM^ < iev^^ \?~fflm&mfi$ nftufcm&&& 2> 0 -r&*>t>, 
ihj fcv^n tf-f&lliptiffg&I^^D y ^tf^sfctisn >^ >y fc*r UT, 

t° — SfrW 3)n tr — tu£ n t° — ^ © M ^ © t' d y ^©n t:— glflftgfgS r^tf 

S!l^tf^-efe^o tfOxJitegflrj >^>y©n bf — #J^ft$B£: bT. n t: — 7 ij — 
t 1 iftttn tr-Rr*s»ffl$nfe»^K:l±^ *W h^«3V:-«l»lt«i: bT (1 
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it^n testis iron v-fflmmm*)^ u c 

»i N =J >^>^IB^^^ — ^PKffB^i^^ (Cognizant ModeK ^fctt^— 
WSB^^fS; (Non-Cognizant Mode)© V^-f tl©^ — K^Ufi 1 b/fe^^ESO Ifcf- 
# T* & 3 0 

ftfc^^^IE U < *§^©Mt?§k:-fgx. 3 >&W&.1> S & D x Jfe^ 5*t©*l^il^fc UT 
©5C DTCP (Digital Transmission Content Protection) ^^^-A^tirj 
tT— $J$IfI$g (CCI : Copy Control Information) i: O -5 ^^^ffl ^tPft U 

-rv^^o nt— fW»»« (cci) B:5^w ^©H^jicjsSbT 2sg^©^^^^ 

Ji>^ U 7*^3 >^E- bW >r-f^r-^(EMI : Encryption Mode Indicator) 
h'sy^CfeS SyCy h ©±{£ 2 tji r T fcT — fflfflffi®. (C 

CI) &?£?> ;>< *-XAt'fe tK Str^W7A5ff C7^^7t^^ t . t|) 

£/&^E — K£Jg^-T3 0 E M I $ IEEE1394 ./t-ir y b y ^(3® < d t iz. J; D s ^ 
flWliWiliMP E GfcjSt;* b D — A (MPEG transport stream) <D $>lzM.ti>& 
ZtiX^ZM&b&fra V-mmmm (Embedded CCI) ^lOffltC tte < 

EH2CIEEE1394 /t/r y r 7 v y r §it c 7 — ><1/ h' 

(Data Field) M:r-* N li^^-^^F. ^^^n>^>^*s*&^$ 

*K =3 tr-ftiaUiffi (CCI) t UT0x>^7 >; r^a > • — K • J >^ >T 
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— $ (EMI : Encryption Mode Indicator) t&sitr v Y ^ 3> ¥\z.&% S y tf y h 

EMIC2 fc'y htiffg(±. Ig^fclJsS Dtn >^ > ^©^ft 3 ^ D 

5 fcf— #aJi&ft3 tf — 7 » — (Copy Free) fit 0 1 «— mft3 t — ©flsjifcis 

"5116 ft 1 — ^>a > (Copy One Generation) & N fi 1 O&iuifi© 

Copy One Generation ft — $ tlfc'&O, W3 tf — tfi3£lLc$ %> J — 

7^lf- (No More Copies) £s ffi 1 1 «3 >^ >y # U U — ;*H#;&7> S> 3 tf — 
^ it — 3 If- (Never Copy) SSt» 
10 D-VHS^-Hr-f J* # © «£. -5 ftlBffc^ Jx5r — ^©7* — r&iBitt 
UftVNiofttTyh^h 'J-Al/3- ^TfclE b <mft®}%mt)®.Z.2> =fcd C, 
l3^B#fc::g#>3i<^ C C I (Embedded CCD ©M$f (ex. Copy One Generation ifi 
h No More Copies ^) E M I ©Sir OHftX\S. £ V'k 2: 1^5 S3 

■bfrttjPT 5 — *&mtii (Non-Cognizant)|B^*SiT*fe^o 

^j:5&7t-Tyh (fc t;U2D V 7 * — v >y r : DV-format) K&VtTtiU 
CCKinVrVycD-aikbTeitSCii^T-t^o £©cfcd£s 3>-^> 

^©-gui: utn >^>>.y ^3 f — mmmn (ccd 

CCI (Embedded CCD tW&o 3 > =r > V #Ht-^lb * nxmMZ n% m 

20 itoji^CCI (Embedded CCI) 3 >^ > V £ ^^CBf-^-fb $ tlXfeMZ 

tU Ito^CCI (Embedded CCI) O ft ft © £Hfc* SI i: £ tit V% S » 

ituxfi l/fc E M I © 2 tf y r ©3 If — s ift)i»CCI 
(Embedded CCI) h <DMft £ 3 > x > y ©i§£\ 3 > ^ > yB»&£Sfx "T £ 
fc3l3it:r/W yUi. EMIiJi^ffl&a^CCI (Embedded CCI) ©22;£©3 
25 fcT— fty»«ffl<Z>je*r&frft5o U^L, S©ii#-C C I (Embedded CCI) ©$¥#t 
mtsOta^mm.'T^^ X©t§-£\ EM iaM^ft-^^^a^ii^CC I (Embedded 
CCI) ©MUffiH^ bft^c i: K ft3 D 

3 >^>ygB^Bf fc. bB^t^W ;*#3 >^>y©-g&i; L-Z&j&ZtitzMlsb 
5i^CCI (Embedded CCI) ©M«f £ ft o T 3 >^r > y t: £ iZsAMT Z> BB»# 
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*»*f (Cognizant)fB^#5S;i:U5o ^r-ZMffi (Cognizant)iB^^Si 
T' — fWMtir (Non-Cognizant)lB^7j5£-e(3u y 1 — # Itffiffi (Non-Cognizant) 
lS@#5£©##:gtf)j&^C C I (Embedded CCD ©M&T &frfc>& < T «fc 1>:5K ^ 
SS^b-fc-fv^N 5C DTCP©;i/-;vi:lts^0«iS3>f >^ 

{±5*— ^P^f IB^^sSi (Cognizant Mode)T? & ft« & £ & ^ i: V> o — )V D . 
K/*w**fg£#o««fi^— *«PflrBB*:fr5S; (Cognizant Mode)* f£^T1t- 
l^bSfe^ 5 s — *#;&rI3«:#S ( Cognizant Mode )£ flfr f 3 a > 
10 7->y<D — SPt bT:g#>i&£ ftX V^Sfe&.fr C C I (Embedded CCD ©fltS-^ 

giC&S^&MSr^ttfc^— *:7* — w MioVNTteu -€-©Df b^T 9 — 7 * 
— V* M-MbT. S^U^i?^— ^mmmU^^, (Cognizant Mode)^Hf5-r§ 
© fct^S i: & 3 3 o 
15 ftoT. n >^ >^$rlB^-r #S®f-^7*-vy 

Tfcfc. t) b < «4.«r^©«IB&H3H-r* fct?fc «n 7 s — ^»*f8B»*S; (Cognizant 
Mode)^^frbs ^Tc^fc^— * 7 # — v h©3 >^ > y IB^BSfcHi. ^— ^ 
5^fl¥#rBB^£p£ (Non-Cognizant Mode) ^HfJ-r ^5 ilVAofc. ©HB^^jS*^! 

20 Sfc, t^TC^Vf^yCMlt, t 1 — ^^SfWIBm^S; (Non-Cognizant 
Mode)©I3^bA> : ff:fr&lN$li§ ; &#:i£-r3 0 ita«>a»CCI (Embedded 

CCD Sl»-elS7t-7»; h >^>y©4M b^Hfr b&^ttUBx T 

&fc>*>^-*8¥#rIB^:iS; (Cognizant Mode)©^fir-f #&-f £ ^ J: # 

25 ^©i7tv 2 o<Z>n tT — t%fc%EMUl«>a*CCI 
(Embedded CCD A s #fttv * Tz 3 > ^ > V BB«*2Sfr T % 8SS§ t b X *» s ? — 
*#«r«»#5t (Cognizant Mode)* H^t 3 21 fc^ 5*- * #JSP*r IB^£ Si 
(Non-Cognizant Mode)©IB^^^ff-rS^lilA s S^E^-*«?5iiK:*5V>-C (is 5^— * 
Mffi5Z&J5j& ( Cognizant Mode )T?IB^bfc:3>:r>y£; N 5*— * *»«f IB^^Si 
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(Non-Cogni zant Mode ) X M b tz n > t 1 > V fc* OB fig E SU $ ft 3 C t ifiU £ b 

-r^fe-fex 5*— ^iltfrtBSj&se (Cognizant Mode )T 3 >^ > y &fBgfc bfeHllr 
tliEMUtfeMCC I (Embedded CCD ©3K£<Z>:3 fW»««)&sE*r£ 
5 9^mmUmi5^ (Non-Cogni zant Mode )Xu ><r > V (Dmm&mfi 

£ftfci§-£-«U EM I ©5*#S$r £tls tfta^CCI (Embedded CCI) ©I* 
#fr&:bft&V^o*©*&*.gB»«tflU:©EM I i;ffl46&^C C I (Embedded CCD 

10 (Cognizant Mode) IB® ^tbfe 3 >^ (is ^—#»#r 83* #5$; (Cognizant 
Mode)^— l*T«©IB*Jf£«L3l&gSfT U 5 s — *##«flB«#a£ (Non-Cognizant 
Mode)-eiB^^ttfe3 ^^VVttT* — ^^jSFtfflB®** (Non-Cognizant Mode)^e 

£©&«>{;:«:. COt 1 — *#WSB*:*55 (Cognizant Mode) ^-*#fl?tfrgB 
15 *#5£ (Non-CognizantMode)i;££o& < SiJ©bB*#5S; tt £ Z. ^fc-^tHife 
d©tl-£r s 1 •ZHDWk&K.iS^xmfiC!)*:— K £SI#?$jC|lfT flJSg £ f -5 £: 

2M6W©IB»?iifeSEH"TM±s £© 2 o©|3*£5£, ?tzt>t>^-*MffimMJ}- 
20 j£ (Cognizant Mode)iis — $ WM%xUm.l5 & (Non-Cognizant Mode)©V^ft 

0J3St£ES'J bt. M^ft^Jincrjl&bT^fT 3 ft U gSSs&J; 

^ib** s; (3 jscs b fc v> r ft * - * © m- m * ib** * £ * ^ > ^ > y 

25 £ s *«©»<BfeJ:V«t3a3ftffi*Jf^:$*-5Ci:3B:<||iRbT^*o 

H#:i$k:«. r-^»«r!Bi*S (Cognizant Mode )Mffi©««FflH8 (|?£B$ 

— (Cognizant Key)) *#WaB«#5$ (Cognizant Modem £ -5IB^S fctt 
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$mmmmjj& (Non-cognizant Mode)i3^ffl ommmm. m^m^L j&so 
t vxom^fc, w.-%mmm&f$,m(D*- (^-^^mmmu^^m^- (Non- 

CognizantKey)) — $ ftM%X8&Ml5& t (Non-Cognizant Mode) (C «t 3 |S^£ 

5 ^mfSfg* CtB^ — K^fe^-r^d^t J: 0J;U;f. ^-^MflffBIt^ 
5£ (Cognizant Mode)T-fS^£ tifc 3 >^>^ Co l^T\ A^^g@J:lts fc3 
— *©afcE. IBM^^D^^ AO^iE&ig^Ccfco-C. 7 s - * #)§?#r IB 
(Non-Cognizant Mode)CDaB^S^^Hg©^^^•r^«lt&C*^V^T^ ISoT 

£ j± ^ie * umms. <d mn & m± -r 3 c t # -e # 3 » 

10 (4) 3 ^-f^tiM-fb^ 

# c . mttmrnm * t -r * ib^ ^ > =r > v c & w- s n tr -^j® m n © ^ *b 

sii&sy^fc b n o&mm -®&x$>z>o mi 3 K&ftmmm^fc&m-r 

^-ummnm^^-^M^^to mi 3Cit«it Ts;^-nst 
20 [oo] izjs\,>x^v—y ( o o ) tfe^ ^©m, ts;^^ r#-§- [ 3 

0 0 0 0] bX»ffl$tls CCD^-fb^tfe^Tn^- 1 ffittql (10) 

fcSE-fbUs $e>Cs ^-fb^ : TS/^^ r [100000] 0 
-(00) U $ & ^lbj& :TS;^^ [ 1 2 3 4 5 6 7] 

t3t:-i ta^Ri do) t^-fb ufcn c ii&^b-ci^&o 

C©J;aC ^f#l#{i$B (Copyright Information) Cii> 3>f>iy©X*V 
-*W*L a*»b1S««* (BtfMomi. 2, 3MK IB**- 
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5 t> 1 SiJL±<Dmm&mftmmm.£ VTmfeV. MAC (Message Authentication 

code) ttMisxmmmmzmwrzo ^n^mwmmm^^m, m 

[6. *-lf«)Stbt0f'J- (*) MiwOUT] 
ftj it m t Z> SI * IE S * 7 -b > * & S # T V <» 3 IB fit S £ ^ * £ cd a* £ ± IB * 

15 mi &tz&m 2 iz^^fzmmm &mm-t)K ^—^^mnm^mm. *u<j± 
iS4sg-e*5. f«ct»*ia i 4 jr^-r* (y ) mmv&mi 1 )-? : leaf) 

gCitKO 0 0 0~Kllll #=&5ryW * 0~ 1 5 Mft^ftfH D £> ft 
25 fe U — 7* — tK IlSOKRiP?,, gTie^e> 2 #g©gjS £1B 
«£ft&*— :KR~Klll£y - F*— inT^o 

0 i 4 CT^-ry u -p/^c^t, flAfef^w* oi±u — 7*— ko o o o 

fc. K*— : K 0 0 0, K 0 0 , K 0 % KR^Mt^. T^W 

101, K010, KOI. K0, KRSfifttSo * 1 51^ Kill 
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l s Kills K 1 1 v K lx KR^MtSo m 1 4©y U— Cli^S 

5 H 1 4©2> U-*«R:d*n*#ia«HI*»fcttx 1i*&6Sil^&, #a 

xJiDVD, CD, MD, HD. ^6 >J * ^ 4" y * (i^tlO 1" £ & 

7©iaii:pi3i£§##g:ftT^£o ii^^TT' >; >a >■**-— tr* 

xliSl 4 O^rnxm/^fz^, b%r/W * 0 , 1,2, 3£|iJ-cDlB^ 
1 4©jSttT?HA,i£««\ ~?tSit>% : r>1'( X 0 , 1,2, 3§1^(5^1/-7J: 

20 <dv y — (ffca»#fi-r*o 

flit <fc<^ b,#^- 7"C^rT-2>^^^^— * o rn/H 

frm&MmK: & ^>x tr K—yz t^igm? zmmt Lxi>&^ 0 z.nt><o; — Y 

n53o®^H70, 1, 2, 3«y— H^r— i: LT^ilO^r — K 0 0s K0 V 
V** — — ^ 0 , 1, 2, 3 Z. htf-nimtteZo i: 
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SrfcfcSISSttfcflfir-f < x 0 , 1,2, 3 ©^#5&SS©v**- 

^r — ©gg^^nTtgT-feSo *ffe&v;**— Kmaster fcy — K*—K 0 

0 T*Bg^-fb bfefltE n c (K0 0, Kmaster) * y h y — ^ bt fe 3 ^ 

5 fctaaiiidEttifcftirtbT^-f ^ o , i,2, 3t@2^-rnti. r/w^o, i, 

2, 3©5*#. ^ft^*l©^/W*K:£^T#;&T3^y- K*— K 0 0 £M 
^TB^-StE n c (K0 0, Kmaster) &^UT * — 3r — : Kmaster -§> d 
fci> 3 Bjiigi:&3o Enc (Ka, Kb) ttKb*KaCJ:oT«f flibfe 

10 &3B$J&t t*5^Ts * 3 ©m*T38i :K0011,K001, 

KOO.KO.KR^ft (^y# — ) CtDiff^ntSltfeCfc^lt 

->^^a (t-vw^o, 1,2, 3©^;v-r) fMf^ 

&a&fcfci\ y - K^r- : K 0 0 1 , K 0 0 , K 0 , K R £ ^ft^ft^r feftiK (t ) 
15 001, K (t) 00, K (t) 0,K (t) R£g$r y^-f X 0 , 1 , 2 

©Mff^r — ^£^?>!&Si) s !&'So CLd-e. K (t) aaatt, IKaaaOfft 
(Generation): t ©H$f :3 P — "C & £ ^ h £ St» 

©K**!Ii3o^-ri&i»-r*o * — ©jg*fB\ Wit a. El l 5 (A) c 
^-f^jHb^ — y ^ (EKB : Enabling Key Block) £ Of }£ft3 y & =f 

El 15 (A) tc^-r^^-fb^ — y* (EKB) y-F*-©H£f© 

n^So El 1 5©09fci, El 1 4 }^^-r^ 'J-a^*©^*-* * 0 , 1 , 2 iCife^T. 
25 ttt«t ©Mif^- h-^r-^lB^-r^ Z. t& g«J J: b-C^^^tlfe^D y 4?^ — * 
X&3 0 El 1 4frt>mb1pl3i £-5 r/W^O, r/W ^ l |i, — 
-ilbXK (t) 00. K (t) 0. K (t) R#*&H-Cfc!K * 2 »± N 

SfcM — K=¥— btK (t) 001, K (t) 00, K (t) 0, K (t) R 
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015 (A) ©EKBfc^$ti*«fc5^EKBfcl4*»<Oie-^'fl5=¥-3& s ^Sn 
So STIS©!®"^^-^ Enc (K0010, K (t) 001) T*fc£o d 

axte^/w;* 2 ©j$o ij-7^-kooio K.&-z>xm-%ibztitzmms — k * 

-K (t ) 0 0 r/W7 2(i, &m<DW-3 >J — 7* — fc iotC0B| 

5 ^-fb^r — U K (t) 0 0 UH^Cttftt^o Mfc J: \)^tc 

K (t) 0 0 Uffi^T, 015 (A) ©Tfr £ 2 |gg ©Bg-i-fb^r— E n c (K 

(t) ooi, k (t) oo) zm^vimttj. & N sw^-h^-k (t) o o 

tifi-Xz^Zo KT0«, 015 (A) ©Jt7>£> 2|SS©Pg-^'fb^r— E n 
c (K (t) 00, K (t) 0) S«*U Mff^-F^r-K (t) 0. 0 1 5 
10 (A) ©±*f»& l®B©M<fl3*-Enc (K (t) 0, K (t) R) b 
K ( t ) R^f^o f/t'f X 0 , 1 »i N 7- K*-K 0 0 0 ttH^rfStt 

auz^stixisz?. mm y - v t vx &mtz<Dte. k ( t ) oo, k (t ) 

0. K ( t ) R-e&3o T^W * 0 , lfct, 015 (A) <D±it-t> 3|gp©Ht# 
ft^-Enc (K000, K (t) 00) WbK (t) 0 0, fel 

15 T% 0 15 (A) CDJ27>£ 2gg©«§flj*-E nc (K (t) 00, K (t) 
0) &lt-5§L. WfftJ— F — K (t ) 0, 0 15 (A) ©±3^£ 1SB©!*-* 
•fb*-Enc (K (t) 0, K (t) R) ^tf IK (t) R&*§*„ 
C L-T. x^W * 0 , 1 , 2 ttH«f LfcHK ( t ) R^i5ui:i)!ftS, 
015 (A) ©^>r^^ll, t^^-tUffflt^y-H*- U — 7* 

20 — ©^Sflb^^-To 

0 1 4iZmT^ V—ffim<D±tiLm(D;- K* — :K 0 , K R©jg#r A^^T-ife 
y — F*-K 0 0 <Dfr<DWffi9&M&!&mX'$>2>Wj'&tei£, 015 (B) ©*$Hb 
*—zrx2y? ( E K B : Enabl ing Key Block) §fflV^Ci:t\ M&fy — H3r — 
K (t) OOlfMOO, 1, 2CH^f^CJ:^t§5o 

25 0 1 5 (B) KStEKBIi, M x. fi^CD if *M T 1" S if & 

7F«3©7=^-f * 0 , 1, 2, 3 &%>2>mMMfc*m^X5$ tK $ffc& 
itJicDV^^ — * — K ( t ) master &<&mX' & 2> hT^o d © &K<< X 0 , 

1, 2, 3©««©y- F* — K 0 0 &^$f LfcK (t) 0 0 V^&r fe*^ 
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SeDM&fvX*— ^r- : K (t ) master £Bg^f<fb Ltcy*-? E n c (K (t ), 
K ( t ) master) 1 5 (B) CwtEKB h >L t> fcfBft-T &o C©iB*K «t 

bT©IB*F#in&i:&3o 
5 Ttefr*>, r/HXO, 1, 2 {± E K B bT «fc K (t) OOfcffi^T 
±IBB&-^A*«-^"rn«x t m&-C<D-??.-!?-*—K ( t ) master # 

01 6C, t B$j£T-©v**— ^ — K ( t ) master &mZ>mWWt bT, K ( t ) 
10 0 0 &m^-cmtct£&M(Z>-?X* — * — K (t) master & Bf-^b b fc^ — * E n 
c (K (t) 00, K (t) master) £M 1 5 (B) C^tEKB £*mWtt&{£ 

El 1 6 Cwt J:5iCs t^W X 0 l±> §B»l*ttfcl&iW$ftT^affift : t B3j& 
©EKB i:g^*sfee.^b«64&iWb-CVN^,y- K^f— K 0 0 0 £/B^T_tx£bfc 
15 tillOEKBMCiD, y-H^-K (t) 0 0^4it5o 

bfcMfM — K* — K (t) 0 0 &m^xmm v** — *r-K (t)master£^ 

^ut> * u — k ooo o-cim 

•fb b-C<&i^-r^o T^W^OASgiYX^-ip-K (t) master^^^rC 

20 icfc, — * — ©lRf34t!L«BI 1 7 ©7 □ p c J: DS5£0J 

t5o lB«ll£3S*«ffi»l$fc*©l$j&Tf«tf©v;**~:*-:K (c) 

master £ ft N SlO^t'Jtg^C (RMCIifetill B#©U— 7 

*-T-B£-i§-fbb-r) ft** L-cv»*fc 

M^fv^^-dr-K (n) master tEKBcM^nfelBglft^ IBM* 
25 SfcHfcHr y r £ti& iis ^fllll:^ ^t 1 y 7 S 1 4 0 1 IB^H*^ 
IB^^^fe^ f3®$Hfr£1&i^$ftTV^ 77^- * — K (n) master© 
m& ( ffift ) M : n ( £ tl £ s y b (pre - recording) 13® tSttftfR (Generation^) 
i:np^C kfc-T*) *«»flJ-*-oga««#Ctt % v * # — * — K ( n ) master 

(DtitA (ffitt) : n#iBtt£ftT^*o S LTl^S HgHHbv 
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X^-^r-C&f^tti U Xfy7S 1 4 0 2 t*V^ s ©Bf-Sg-fb v * # — * 

— ©ffift : c ^l/83^1ti:^ti$S Generation#n A^-rmft : n i: £tbigt bT> 
^©ffiTC©BU^£«-r£„ 

X^^^S 1 4 0 2 £:feV>-£. rUB^m^if $Z Generationtn As^-rmf^: n 
5 (Dfitf, Smv** V CiBfjg£axfcH&-^<fbv;** — =>p — CCDttttt : c £ t) fc^l! 

— C©mf^: c^. T'UB^ISf^tS^ Generation#n*s^-rttf^ : n ills) — fr. 

^r-Hif^s&^T-r^o sp*>. d©^-&. g#©^<; tiB«*nfc v^^ — 

10 *-K (c) master (Bg-Sf-fb * - C ) ©Bfrtt^ 5 jfcK ^ ©T% ^ 

©MfftefTfcfr&^o 

-^^f^rSl 4 0 2ld43V>-C, r HBflHtt-reWfR Generationtn 1S 
ft, : n<Dl5&, * U CIBit^ tLfeBg-^-fb v X * C ©ffi-ft : c iD 

15 _ c©1tt'^iA s .^'HB^ia:^;'ttfR Generation#n*s^-riftf^n J; D <&ftr©1£tf;~efe 

— 7uy>? (EKB : Enabling Key Block)&B7B^fcBt~ o 

7r^S 1 4 0 4£:fc^T, IB^H^SJis ^fy7S 1 4 0 3"Ctta>UJ 
LtzE KB g#AM^r U K«rHjb-C^* U -7*- (13 1 4©5VW * 0 £ 
20 ^itSKO 0 0 0) - H*- (0 1 4 ©:r/W XOi^lUKOOO, 

KOO...) ri'SBSimfttifB Generation#n (12 1 6 t ) B$ 

^-c-©y — K 0 0 ©iK (t) oo^tf^-r^o 

7*S 1 4 0 5T*(i. ^r^7S 1 4 0 4Ci5^tK (t) 0 0£t#£>ft 

7y7S 1 4 0 6 75SS 1 4 0 8 & * * v 7 b T v X * — * — Mff %M^^T f 

K (t ) 0 0 *m*>tlfcWi-&. ^f^7S 1 4 0 6 iZMfr. &E n 

c(K(t)00,K(t) master). 1-&*>*>s K ( t ) 0 0 £fl§\^T t B#^T* 
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£©B£-5t;fc&K (t ) 0 0^lV^Tf^bTK (t) master £ §m "f -5 o 

^r^7S 1 4 0 Slffl^o'J-?^ (H 1 4©^^*^^ 0 \z 

&i:r3K 0 0 0 0) &ffl^TK (t ) master ^tfi^ik It^^'J (C^&^T-S o W 

io — & N ^©v*^— ©mft£©M£*fjs-r § 

-dp-MK©tS;ft#;-t!tft i - 1 v**— ( i - 1 ) master 

15 gB«M*«fc::i3^T\ — #l&ttg8«f & 2 HUB^£>ft. f (f (K (i + 1) 
master)) *tr# "T £ £ i: C J: D ft*. 

^v7^-*-©Wttfti-2-efe5i^ v** — * — K (i-2) 
master^ — f * 3 mm VMTs f (f (f (K ( i + 1 ) master))) 

20 ^fr^lTSC £££ D£f$£ft3o 

♦ — ftfa&m®.£ bttts S^(hash)Mg!t£ffl^3 c Htfi 

T-££o #!l;U£. MD 5 (Message Digest 5)^ > S HA- 1 (Secure 

Hash Algorithm - l)^§Sfflt§ui:i5f§^o — &*6fJf.5 ^-fgfr^Hfi, 

cn&©-^i^i4ii&*fflv^Tg#©mf^i ^^©m^s^^'Brfg* v^^-dp 

25 — K (0) master, K (1) master, K (2) master - • • , K (N) master £ N 
|?>iPDWTi5 < o!P*»s £f UNI* -ft© — *-K (N) master 

&«j£b. ^©v^^-dp-K (N) master fc. — 36ri6HtB8»* 1 IHfolffi b 
TV^ < C fZ. *tl£ D tu©1tt'f^©v^^— ^r — K (N - 1 ) master, K (N- 
2 ) master, ♦ • • , K ( 1 ) master, K ( 0 ) master bT:fc < 0 * b 
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T\ 1ft-ft©/.h2F^ (bu©) v^^— ^ — K (0) master e>J®§j;:^ffl bT^ < o 

(i. 0 ttttt©VX£-3r — K ( 0 ) master &tg>£U ^© x'X^ — *-K ( 0 ) 

master fr*>mm bTV> < c gp*>, *-$6fT**Htts » 1 t&fUlR© * 

K( i )master o & £ > 1 ffif^liu©^;* * — * — K ( i - 1 )master 

io »aF«tT?aejft-r*i kcj: D^fiftb-cffiflit- So c©*§-£n *-*ff»wi, 

— *iqH4H»*fflv»-rs Nmf^©^^^ — ^r— feS>^b46^^b-C^3<J^^ 

#&^o £©3&Sefc: J:ft«* aHJ:fi> MJPl©1£tt©^;* 

fig-r^^ IBS??££E«-CBU $>31«:<ft©v**— * — b 

-r^n«> -e© &w«-e*ifc-r* c it «t d „ ^©m<ft£ t> tu 
15 <z>mrc©v;*^ — fcAs-cf 5o 

vmn $nz> -^^^-^—(Dmmmmiz^^xm 1 8 n— — h & 

20 iiB^1-§o 3 >r>yr- & 3 -ffift©v * 9 — * — £ £ D Bf-^-fb $ ftT * 

*-r«^JKl, y7S 15 0 1 t*5V>"Cx gB«?f££t6ft. S3S**#:rt» £ s 

rbfB^m^tSIS Generations ^I^Hit. Sfe, g#©^^'J A s IB1t bTl^S 
25 Bg^"fbv^^-^-C©1ft«c b. Xr-;7S 1 5 0 2 tC^^T. -€-©H§ 

mt^X9 — ^©Ht-ftc i:.7-blB^1tf^tf^ Generation^ #glT1£ttn fcS 

itsitv ^©ts«i©Bum4*a^-r^o 

y 1 5 0 2 Kfc^Tx U C IBts £ tlfcBt^-fb V X * - * — C ©Hi 

TCc ^.^HB^m-f^tf^ Generation#n #gt-rmtt n Wttft^ £¥<J/££ ttfe® 
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tSfR Generations Wttftni D $^mfST*fc a*-^*^ y :7S 15 0 3 
£*3r>.y !7bT, -r&to-fes ^ >^>y;r — ^©B««l31*fft)-3"fc»Tl-*o 

5 ft£Bf^bvx*-*-C©ffif^#.:7-VaBiiffifStifg Generation^ *s^T ffift 

C©ffift#, 7Va3®1Sf^W« Generationfa *s^-rittftn fcH — ip. Sfctt^tl 
J: D <fe£r b^»-6\ ^ y 7"S 1 5 0 3 3 >f>fr*- ^©13®#fc31£ 

fx -5 o 

10 a ^vy^-^otBSMfcKb-rtt. H&iSb&J:5 fcx GiSlgfliein 

^-r^m^^a* bMi^cfi£o£m?^bi&ajM. t«&»Aitfx^d 

ztibom^mfr isfcMt&n&miz&n bt\ ^ >^>y ©*&;&«©£#> ©b§-*§- 
-fb$aa7>*^fT$ n^o kt, v^^ — ^p— &m^fc3>^>yHt-i§'fb£n ! 3i©i¥, : iffl 

mi 9, ia 2 o<d7u v ?m%m^Tm.mt& 0 m 1 9 , la 2 0 Ft-^^aa 
25 1 5 0 iz&tt z>mm%mwr2>fc&b, ai§7D y^ibbr^b 

feEI^fe^o 8Bfi&#2: bt^f-f £0!l£:-f3o d©HS£ 

M-trfis BB^8£#J:©^— *© bit-by-bit =J tr— &&f <- fc&K. IBS^ftS*© 
f&SiHifBJ: ITCr-fXi' I D(Disc ID)£ N $ Zm^ltT S8tfcf£ffl 
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mun^m 1 6 o o«g#©^ y i 8 o m i , 2#m) K^ttbtv^ 

VX*-*- 16 0 1 ,f- *»*frgB«#5fcflI=¥- — (3^ = 1? > h dp-: Cognizant 
Key) 16 3 1* b < ter-fftmm &Ml3&m >n^-if> h ^F-— : 

Non-Cognizant Key) 1 6 3 2 &M^tB"fo 
5 v**-^— 160 1tt, 9cKim,W bfcEl 1 7©7n-Cjitot|lilff48i 

*il^^r--efei.o 5*/W X I DttgB«?f£&a 1 6 0 0 ©fg&Sd^-T!fc t>> 

I Dtt&i8SttTV»-C <fc $ Mm IB^^f^iffl * — (Cognizant Key) 1 6 

3 1. 7 : -&&mffimMJj£,m*— (Non-CognizantKey) 1 6 3 2ft, ^ft^ft 

c ti&{i^.46iB^s^^fi i6 0o©^^>; td^w^nTVN^o 

15 gBM££fB 1 6 0 0 teMTLiM^J X * -e & 3 IB^S&tt 1 6 2 0 ^mSdfigfR 
k. LtOr-f ^^ID (Disc ID) 1 6 0 3 #gEtCl3M£ ftT 1^3 ti> if o *» 
-fZo tZMZtlX^tlte. r^MD (Disc ID) 1 6 0 3 £^fcB KB19C 

mm). B**nTv>ftwn«. ng^M^® i 5 o i;*^t7>fAc, t> b < 

&&bfrK»felbbft1tmi&&tk9&& 1 S<>!>ft&-l!j : 4 X* I D (Disc ID) 1 7 
20 0 1 ££j&b, 7 s -f Ktaft-r* (El 2 0 r^X^ID (Disc ID) 

i 6 o 3^^©^^ K:tt£:ofe*u£,£i>©-c\ — F-r v^yrfttr^feSfi 
■r^d i:*»nitgT*fe^o 

IB^S^^g 1 6 0 0 ft, Wvx^-t-t WilWO^-cc^f 
-f Pltg^^^fi^i: LXmUZtitzX* — I D (Stamper 

25 ID) 1 6 8 0 t,r>fX^ID 1 6 0 3 4ffl^t,r-fX^ (Disc Unique 

Key) 1 6 0 2 -r&„ 

t^^gtilgi; b"t©X * Wt — I D (Stamper ID) 1 6 8 0 i:f 
^^ID 1 6 0 3 ii^ffiU^X^M* — (Disc Unique Key) ©H<fci&&£ 
2 1 £ffl^TI&BJ§-r3o 021 tC^-TJ;^^, ~7 D * #B£-SfW?8C&ffl 
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V^feAyJ/iiRCT^^-^- (MasterKey) £Xf> W^-ID (Stamper ID) 
^r^^ID (Disc ID) ItXtl LXmZtltzlfem&m^ZM 1 CD£&-S>, FIPS 
180-1 •e^46f,nt^5^y^^iiaSHA-l{:, # — dp — ^ W1- 
I D (Stamper ID) i:^^ I D (Disc ID) £: CD If >j> r £ D ft£ ^ 

5 -*£A*U 1 6 0 bTy r©tti;<JJ&»£»*&g&7* — ^g©**^ 

^ (Disc Unique Key) h Lt (£ffl f ZM 2 ©^^^ififfl^ ^ § o 
±7&VTcXo iZ, X* >n~ I D (Stamper ID) 1 6 8 0 Ji s $> ?> j6» D &b =r 4 

£ W1 — ID (Stamper ID) bfc^-f ^ <^ (Disc Unique Key) CD 

£©£■5 C 2M6flB©l»Jiftfc:i3^Tfcj\ fc5VW * ©5*# N fet^liLS 
I l : *3tl^^$l^-r]SiJg{C•S^^nfcB&#ltCD^fi£^^^f-r-5Hg■^^lagpCj3V^T 

^FjE & 3 > > y cd SSill § AbJROCj ic |»± f § z # qjfg £ & § „ 

IB^fS£^g 1 6 0 0»> IB^rj >^>^crtcD@^|i-T!fe^^-f |> ;p 

* — (Title Key) 1 6 0 4 £Hg-^M^®! 15 0 (HI, 2 , fcjs^T^ 

20 4 U r^^l 6 2 0 t|3it§„ 

!B^S41I 1 6 0 0(i, v^^-^-cD1tt«S^ N f&fc 

v**-*-©-^*^ [SB«IS1!ttt#-l§ (Generation^)] 
1 6 5 0 UTs ^tl^8Bfiftt#: 1 6 2 0 fctB«B& 16 5UU 

^^tifc^'-^^ay ^-f ^cD7T-r;i/ic^-rh;v^r— 1605. ie 

« * - K 7 5 ^ 1 6 3 5. vx*-*-cDttf<S#-Sf [ 13 It t£ ft # 
(Generation^)] 16 5 1 & C i; #T* % & o 

BE^$£fM 6 2 0 KH± % t - ^ (pre- recording) 1£ -ft § -if 
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=¥■— & ffl ^ t Bg^^b $ n-c $ nfc n > t- > v <d& (dmsl & -mm t -r z mm t 

UfcyZj Xi>mi5*r — (Disc Unique Key) £$ -i — (Title Key) t > 

5^ — ^/MIB^sSffl*— (Cognizant Key), fc3^f£, =r ^ * if 0* 3-— (Disc 
Unique Key) t ^ h;i/*- (Title Key) £ . * ^ffPtf BB»2f S;^ * - 

(Non-Cognizant Key). w? tlfr<DM&1tti?> h * * Ml/B#=¥ — (Title Unique 
Key) &£j&-r£ 0 

■T^t>*.s IBft^t — H^s^— #J§¥#fIB^;£5£ (Cognizant Mode )T-& 3 
■^W^^H^^r— (Disc Unique Key) h # <i — (Title Key) 7 s — ^ 

MtffWZMft^m 3r — (Cognizant Key) t ^ 5> ^ h ;HS%^ — (Title Unique Key) 
&£/?£b. B«^ — — ^^Urgg^S (Non-Cognizant Mode)-£& 

^V^^S^^r— (Disc Unique Key) £ if <i Wl/3f— (Title Key) 
t" — ^#8¥WIB^#5Sffldp — (Non-Cognizant Key) h £> # -r — 
(Title Unique Key) ^/ST^o 

bfccfc 5 5* — ^^*fg3^7&S; (Cognizant Mode)g3^/B <Z>$^tI|g J: b 

T©ng-^b. w.^mmm&i&m(D*~ {^-ZMmmmii&m*- (Cognizant 

Key) li, ^ — ^mmmm^^, (Cognizant Mode) £ £ £ mm. £ tz ltm& £*tx. -5 
^lfg^^oM^0^A J * ^-^N/SHrlBfl^S; (Non-Cognizant Mode) 

I3§iffl©Mt!i?g£: bT©Bg-^<b. ^^MSH^^cD^- (^-^^^PI/flB^ 
ft£,m (Non-Cognizant Key) {4, ^- ^ IB^M (Non-Cognizant Mode) 

£ J:^s3^*fe(±W*^fir^§Mfi^^oaflcD^^^-r^o ^oT, -2j©13 
^;&5U;:©^*fjS bfc^Slfc&UTfcis V>Tn#>-^©^E— b*©<fr£il3R bT 3 
>^>^HB^7^^fi : $n^o Tttt>*>, v'-fffimmMlD&m*- (Cognizant 
Key)£/B^3#>, Wi^-^^WiB^sC/iJ*- (Non-Cognizant Key)* 
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(Cognizant Mode )t ^ — * s^DrfBS^S (Non- 

Cognizant Mode)T-^fT^-3:fr£&^1-&:rD-fer;*S;:o^-tEI2 2 SfflUT g&BJ§ 

S*«Jfctt, 3>^>^I3^(is T?%Z>m D ^-^^P*ftB^^»Si (Cognizant 
5 ModejCAoT^fr-rsOjFSi; b^o d*W±^ EMI hffl&Si 

^CCI (Embedded CCD i: <Z>^SE-&&£ b £ ^ ibX' ib Z> 0 fe«U stiM 

&<Dnim& 1 b& D , £ CD «fc 5 7*— ^^itlBStSS (Non-Cognizant 
Mode ) 7? CD iB^MS * f 3 o 
10 0 2 2 T-fc-^TgftBJi-r&o ^7^7S 5 0 0 1 M&SBn 

ft^CCI (Embedded CCI) tt^ 3 >y > y CD f*|gB tVT* & s $ 

7* — h <DMtiiifi^F~5im-(:fotli£, IfejJ^CCI (Embedded CCD 
^D*s^mtBi:*:S©l!. 7*-**#;&re«j&5S (Non-Cognizant 

15 Mode)^©IBM3g^^ff -T-So 

^ — * 7 * — v y bcDPW^lTtB-eStia. Xr97S 5 0 0 2 tI^, 8B^ 
%kW&, 5* — ^ (n>^>!y) CD^*=3— K^ftSs tfea^CCI (Embedded CCD 

I (Embedded CCD (iSm. fS^-fb (i>3— K) £ftT:fetK SA&iifr C C I 
20 (Embedded CCI )<D«S#3l D Ctt*f (^n-K) ^ncfc^Skft^, 

*S#«-#«L3ilirtB"e&V>»-&|± x lJ&a*CCI (Embedded CCI) CD 
Itt) £ S T-#&UCDT*. ^—^Wmmmm^^, (Non-Cognizant Mode)-ecDlBM#L3l 

25 ^T>y7S 5 0 0 2 CD 7-* — * (3>^>y) CD^n - F^l s jg#>i&^ C C I 
(Embedded CCI )cD^#St9, M$r RlfgT- & 3 £ *U^$ tl 3 Xr^S 
5 0 0 3 ^^3VNTs If A^J + tC, f*— ^IMPPflr-*— FT?© 

iaM3icDf(ifi : ji;£A;*j#&&;^ ^-frifimfe-ztiZo zvmmit, ^--tfcDjt 
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£ftft^ 0 tfA^tJ;*? 5 — ^*jB*fIB«*A (Non-Cognizant Mode)-t-©BB 
»«ta}i^A*fco-&»-&B:^ 5 s — ^*/»«fia«*55" (Non-Cognisant Mode)T? ©IB 

5 XrvT'S 5 0 0 4{;i5^^T^ nVrVW^ (ex. §f r-^ ) 

«P«fl3fBk*S: (Non-Cognizant Mode)T* © IB^Mj^fr £ ft 3 o if^tfftl^llr 

& N 5 s — *8¥8rfB«#5£ (cognizant Mode)T* © mmmm&mfi £ ft^ o 

* 10 T — ZMffimMfig, (Cognizant Mode )T!©tBS«L3U £ £ * ftffiffi e&M 
(Non-Cognizant Mode)T'©I3Ma©^^f fc^lfT rTI6&*M& 

7 J — &ffiffi§3mJ53<, (Cognizant Mode) T*©1B^# IT teu S#ffJ C 5 s — * 
15 M#fI3^#5£ (Cognizant Mode) ~C (Dtikmifi Hfr£ft3 Z. h^-ta So 

ffSMbfc<fc5£. 13^*- Y&^-*MffimMJ55£, (Cognizant Mode) £ bfc*§ 
5*4 (Disc Unique Key) t P -f h;i/* — (Title Key) 

7 : — $MffiUm.l3&m*~ (Cognizant Key )fr t> t> J h;i/@^dr— (Title Unique 
Key) ££/&bs IBfifc^ — H — ^^JWWB3S*5Si (Non-Cognizant Mode)i;b 
20 fei^a, ^-fvt^M* — (Disc Unique Key) £*>f — (Title Key) 

T'-PftffiffizaM.fi&m*— (Non-Cognizant Key) t h 9 W h^IS** — 
(Title Unique Key) ££j$1-3o 

b;i/ia^^r— (Title Unique Key) £/$©*&!& ft * El 2 3 £^-f 0 

25 (Title Key) ty" 4 Ktm^i*— (Disc Unique Key) 5 s - * j?i?#r I3M;6 5£ 
ffldf — (Cognizant Key) (5 s — #8?#ri3ifc;£S; (Cognizant Mode)©tl-£-) N & b 
5 s — SB*3&5SJ8*— (Non-Cognizant Key) (5 s - * #*MfftB«# 
5£ (Non-Cognizant Mode)©^-^-) btft e>ftfc*glil£ffl^30!l l ©#& N 

FIPS 180-1 T'5fe#>£>ftT^3>'Ny ^J-HifcS HA- 1 fc N v** — 3r 
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-fcr^^ID (Disc ID) £=r-9 fflmzmij&m (Cognizant Key) (5 s 
-^mmmm^^, (Cognizant Mode)<Z)»£) H<liT-^Pi«fSg*3ffl* 

— (Non-Cognizant Key) (5 s — * #8?#f IB^^S, (Non-Cognizant Mode)© *§•£■) 
2: ©If y bMCi *) QimznZT"-*' §AA 1 6 0 b0ffl**e> 

5 j&^&t 1 -**©^^ (Title Unique Key) fcltiltS^I 

2 ©#&#jifflT*§3o 

±BB©l£BJ3'T:fis v^^ — ^r— (Master Key) h X 9 >/1— I D (Stamper 
IDJ^-t^^ID (Disc ID) ^e>T-V ^^@*^r— (Disc Unique Key) 
U £ftJ:*-f h;i/=Sr-(Title Key) ^7 r -^»|ffBB®^S;ffidr-(Cognizant Key) 
10 i> Is <&7 : —&mmtifBaMjj3&m3— (Non-Cognizant Key)A> 6> * hfrmft* 

— (Title Unique Key) Sftlf n4^t^<t5 tbtMS^ r^i'l*^ 

— (Disc Unique Key) btv^^-df- (Master Key) ^r-fX^ID 
(Disc ID) h (Title Key) £ N ^ 8¥#f 8Bi§>?j 5£ffl (Cognizant 

Key)& b<&^ — *^»;ffria^;&:£ffl3r- (Non-Cognizant Key)*> -f h 

15 ;Ht+- (Title Unique Key) SMLt*ct<s 9 Y fr*— (Title 

Key) £ffl^-r£x v^^ — dp— (Master Key) tr-f^i'ID (Disc ID) 
^~9mm%^mi3^m^-~ (Cognizant Key)*) b < kty 1 — 9 WMtixUmiS^m* 

— (Non-Cognizant Key)frg>^--r b;i/@^dr— (Title Unique Key) *BMl©^£ 

20 i;;U£J:f3© 5 CDT CPCIS$n§fii7t-Vy h©?>£:o&{gffl b 

r-^ttMPE G2fflTS;^^ h T'fe^^F jg, o 

«M*3l*S«Lfc-by h r (S TB : Set Top Box) #£©&$£& 

B«*C 5 CD T C P *fflV^Tfi»-rSBSfcx S TB{i*MSl^ia#SST-fe^^ 
tlfeMPEG2 TS;^yh^IEEEl 3 9 4±*feit5Ci:^ 
25 ^^^(ISIU, 

IB^W££lg 1 6 0 0 (ilB^-r^^n >^>^^— *£;r©T r©5£ 
T!5f U BulbfeTSj!i.i#g3 0 0 t^UTs ^TS;^^ h^glbfef 
AT S SttiOf^o $fefc«l» Lfc .fc 5 fc. r/Dv*?*— 9iz 
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AT S^ttiDbfeT S;^y h&Xffl (0!jtKX = 3 2) i^t, 1 * ^ 

©:/n >y#7 i —*&j&m m 5 ©_t©ia#i?=n ia 1 9. 02 o©tsc* 

5 4 YiPfrMZtl (tl/^^ 1 6 0 8 ) T£H:*jSn332ey h<DATS£^t?^ 
D^^>-F (Block Seed) tsftt^bfe^-f h * — (Title Unique Key) 

tfrb. -£©^D y 9<Dy" — ?%m^fc-tZ>m-Z&Z> 7£> * 9 • * — (Block Key) 

1 6 0 7 znz> 0 

7"n^' * — (BlockKey) ©£/$#*£ ©0!l £ H 2 4 12 2 4T*ti, ^ 

10 ftl*32t*yb©yDy^->-F (Block Seed) 6 4 h©^-f 

H#* — (Title Unique Key) b h . 6 4Ky KD7 - Dy^*- (BlockKey) 
££/£-r&0!l£ 2 LTV^o 

±®fc5<'r«n±N siS6 4t:yhs Aas^jo^n^n 6 4 If y b (DMHR 

LX^Zo 94 WHS** — (Title Unique Key) * d ©Bg-^WfgC©!! J: 
15 I, 7U K (Block Seed) t 3 2 \f y hOfe®. (3 > V ) &SSijs£ 

bfcffiSA* bTB&^4bb&ISJ|l*:7n y — (BlockKey) fcbT^*„ 

flfl 2 {i, FIPS 180-1 <DJ\ y ^ W$(S H A - 1 £ ffi V* & % „ W^S 

^dr— (Title Unique Key) t7"n^i/-H (Block Seed) &iHSL/rfiI&S 
HA-1CA*U 1 6 0 bf y h ©tH2>£. fekitBTttB 4 Cry KO^fl! 

20 6 4 Cji FCi&bfct©^7D y^* — (BlockKey) t VX^Zo 

±mx\ty £ -i 7,2mm*— (Disc Unique key), 9 4 h;V@t^F- (Title 
Unique Key), 7ny^+- (BlockKey) & ^ ft^ft^lT £ #1 b 
fct^U.y"^ 7>9m%*c — (Disc Unique Key) i: ^ h * — (Title Unique 

Key) (D&m&Mfi T 2> d £: & < , 7P-^ri:l:v7^-3f- (Master Key) t 
25 W1- I D (Stamper ID)^-* * * I D (Disc ID) h 9 4 h (Title 

Key) t/Dy^-F (Block Seed) i;, ^-^P^flB^^Siffl^- (Cognizant 
Key) (Cognizant Mode * b < fit?*- * #»P*f IBftJ&sS; ffl (Non- 

Cognizant Key) (? i —9mffiffi%3mij3j&, (Non-Cognizant Mode)© WiS) SfflVNX 
:/oy^3r- (Block Key) ^4fi£lTtJ:i>o 
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7D>^^-^$tlS^ Sfil^tVfc^P'^^r- (BlockKey) IfflUf 

- b* (Block Seed) £^tr y O^bWOW, l~m;W h (fei:^a m 

= 8 ) Ji^-Ht (-fe 1/^^ 1 6 0 8) ^ftTBt^-fbtt^fc-frfs m+ 1 >W h @ 
5 f»IIf-^ S-t'^Hg-^-fb 1 6 0 9 tS. Bi^b£tl&^m/W r 

/yD^-i/-f-i:bt0l 1~ hfc#g;ax3 0 -feb^^l 6 0 8 ti& 

^•^l$nfc^m+ 1 n4 r y.P$© y %=r — # fcfc, (©-^Jl^g: 15 0 fc^«> 
SS^^tLfcBg^-'fbT'^l/rf U XA£^oTffg-5§-fb 1 6 0 9 £*l.£o Bg-^fbT^rf u 
XA^bTfci. FIPS 46-2 tSS^il^DES (Data Encryption 

10 Standard) % 2> Z. % & 0 

^Tz, Buifibfc J;5 C^D * ^ • ^-KCIi, n »J|Klft«( C C I : Copy 
Control Information) £ <^ £ -fr 3 d t & W II 7? fe D . 5 s — £ J§? IB ft * s£ 
(Cognizant Mode)-£©i3ft*&3 S^fr Lfe@-&K:{±, 3 >^ > y ^ — * F*jg&£S 
^ji^nfen IT — fPJ9PfMF#S (CCD -efe-5ffli6ii^C C I (Embedded CCI) C 
15 *f JES -T 3 3 ^ — fflffll tiHB A 5 83ft £ ft. £ fc, 7 s - ^ & ft| W 13ft * Si ( Non-Cogni zant 
Mode)T-©aBft®3a^^ff b C « , 0 2 0 T-i£BJi bfc^-ir >y r ^yV±(DE 

MI (Encyrption Mode Indicator) £ MB* bfc 3 If — MfflmM&mMZ tl% * 

-T^fct.^ 7 s — ^^*fl3ft7jSi (Cognizant Mode) Jc J; 3 If £Sf3ftM© 
7 s — #SBi*i©fflJ&ii<fr:=i if — iBHBfiHR (CCI) fc*^5 < n tf-fMtl 
20 rnyi'S/ - 1 fel±©^/r y r ft § «y ^ 5"— ^ fcifsf ^ b£S3ftt§ 

«£j&«LSI£^fTU 5 s — ^*»«fiB«3eF55 (Non-Cognizant Mode) 13 J; § tS?gs3 

r* - >t-V 4" — * (EMI) CSc! < =? tf — ©J^tflR^^tf^D y <!/>>- 

25 H^fT^o 

E S© J:5C8;H 3 2:^(3:, X^^^li32i:U m£#|>iy: 8 ©fgifc 

3o 
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-r&to*.. l 7 u y 2 5TS;^y b ©Mifc& X<1 J; b. Bt"#T;vrf 

92*X=m+n *L^Dfio<taCX, nu L &5fetf> fc «k tK $g£fr#L 

l~m.n-f hr-^ilil^t-fel/^^ 1 6 1 0 £ £ D £ tit Bf-Sf-fb^ >^ > 
V 1 6 1 2 h b^lBS^-ft 1 6 2 0 fcttiWSnio 

-r^^ftlStffS (Copyright Information) ££f£b. $ h fc s * ©t&m^ x y £ 
10 itl/t©MAC (Message Authentication Code) 1 6 5 1 bt\ 7*-f^ 

^ 1 6 2 0 fcSff£flH»«&MAC 1 6 5 2 &iB^-f 3o 

BUiEbfctdC SfPttWIR (Copyright Information) {±, 09£S£ N A*V — 

*wak tB*«s<z>«?»a>biftfl;flM8 (huM©^1s 2, 3m-re)> ««*— f 
©#isib, n>^>y«t»56»&«i»$n*3t— fammmt itocc 1 ^^^^ 

1i*&^#fgt»?B©£fiE4M0!l&l2 2 5, SI 2 6. 132 7 £#f(BbT§&Bj3t- 3o 

20 i2 5ii, ffp«»«fcbT, A*v-*ti$L laaaM^aiPbiftftflifR. 

IBS* — K^^^-r^^lT-fe^o IBS*— b* (Recording Mode) tt N ^fr-f^ff 
$RfSS* — 7 s — ^fl? Iff IBS #5$ (Cognizant Mode )T-^§ An 7 s — *#P#f 

1BS75S; (Non-Cognizant Mode)"?! & 3 Sst" o 

HI 2 5®^fy/S 5 10 1 T*«s X*V-^**ISU 8ty b©A#V- 
25 *««*£fift»tt"r*o A*V-*flS«l4s 5CDTCPCfjfcbfeX*V-^ 
^?>CDn >7 l >^T-feS^> BS, CS^©fIEi3>f>7T-^5^ flfe± 
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0x00 : IEEE1394 with 5C 
0x01 : IEEE 1394 without 5C 
0x02 : USB with 5C 
0x03 : USB without 5C 
5 0x04 : [*3M BS Tuner 
0x05 : F*3^ CS Tuner 
0x06 : \*3MM±m Tuner 
0x07 : T±£tlf 
0x08-ff : U if — 7 

io xts»7s 5 i o &mm<DROM\z&to$nf c mmtm&<Dm¥ftii>L 
i5 mmmmn^Mfr isHtttmrn •. 

0x00 : s 1 1ft ft 
0x01 : gg21ft-R; 
0x02 : lf§ 3 ttttt 
0x03-ff : U If — 7* 

20 Xf«y7S 5 10 3 rJ >^ > V ©SBg^- K&Iftf#-r&o IBfl^E — Kti, 

7* — *MtifsZM.Jj& (Cognizant Mode)*? 5 — * *#*rtB*#5£ (Non-cognizant) 
fr&mtl by MffBT-feSo Bfil^E- K *WTfcw"To 
IB^^E— I* : 

0 : t 1 — ^MflrtBg^S; (Cognizant Mode) 
25 1 : y i — #WM%xUm.l3& (Non-cognizant) 

Xry7S5 104Tli, %ftM£fi99R& 6 4 b y r fll/Stl"* fcifrfcS t> by 
h kU4 7 by homf-^-*'' 0" &telft-r*o uOiltiot, 6 

4 by hciffifi^^nso 
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fft^E— K (Recording Mode) tt, SSfrf^tiiflllBi^fc — F A 5 . 5 s — *»*fia«:fr 
Si (Cognizant Mode )"efe 3 5 s — *#jSP*ffB*#5£ (Non-Cognizant Mode)T- 

H 2 60^r^S 5 2 0 1 !B^ihf£4>. =&^n y Zy'—Z 

fent^-Mtifs (cci) ^^iEbs mi>m\s^mm&=>v:-mmmmiiMiR 

ai3 tr— fBusnffRfcf *o wvsflatr— »j»w«©«jiftfB*»TCw*'o 
oxoo : =i tr— y >; — 

0x01 : ^ tlWJt^ f — #± 

0x02 : i -ere =3 tr— RT 

0x03 : r» tT — S§lt 
0x04-ff : D If — ^ 

Xfy7S 5 2 0 2flt3 >^>^> ©13^— b* So 13^ — r'teU 

— #M firing 7s 5<C (Cognizant Mode) frr 1 — * #fl?#T33^7j 5$ (Non-cognizant) 

^T97-s 520 3tii, wttmmm* 6 4 try hut/sh-rsfci&^gsb k» 

hi:Lt55t^b© U "if — :75 s — 0" So C©«l3Ifc <fcot\ 6 

4 try h a^fifcs ft* «» 

^T^7S 5 3 0 1 tl^v3 >^>^©IB^^— K&SXff-T So IB^ — K H\ 
7* — * 8? Iff 13^* #5$; (Cognizant Mode)*)*^ — # ^P#ra3^73 5$ (Non-cognizant) 

e>mnztiz> cci ©M^s^f mt&<DtiLwmm*7*-r^<r y r n o . 
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3 ^m^xmm ufc?*— #x$> d ^ ^-fb^^-r M^y nno^3 oty n 
m-tz n v-mmmm.*: 2 t-y h vtzr-fx&Zo 

Xfy7SB 3 0 6 4 try h£fc{±6 4 Ejf h 

5 ©^if^j^i:-r^fe«)t^ D try b cd^i^ w >^#LJiJ: LtUCy h 0" 

*«iW-r*o ociiiciot, 6 4 tr y b©jg»o*fpisfli*As^d6$n*o 

ttfttiS* (H&jfc<z># U 2, 3m«;X P©**SU 3>^>y*3&»&iR 

10 ^Sft^n tr— MfMlHRk LT© C C I & »ft$n&*fe*U^*JK«3 tf- 

tr~ mmmmomib^^tmmii vxa>nm^^y vi->^-tmib^^^ 
±m vfzWi**mftmmmzttvxm.m.&mm : r-* j:u©mac tomans 
la 2 8 %m^xmwi-2> 0 @2 scsti^c, 6 4 try h zru y ?«g^mm%: 
ttiffi bfegs^MA ctt^^ii ©#&-$>. fips 180-1 t*^«) e>n-c 

20 k©fc*y h&ffilzk *) ^fa^n^y*—-? teXtl 6 0 try h©ttl*^^ 

JbiE©.fc-5fc:* **j5fet!H:x ffi-ft^S^ftfc v^^-dp — tj: f? =r >^>y^r 
— ^ 5b s Bg^b£ni3^^#;£1&ii&;*ft-rV'»3©-e N -^©le^l&ifc&fl^ia^Fii^ 
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m 2 ti fc v * * - * - © ffi-ft £ b if b ^ffitt & * "T S lS^B£i§T- & 3 c ifiW. 

10 m-zmwrzo 

3ftS T S®S^^3 0 0 IZ&tfZ, AT S. C C I ftMli5 «fc VM«LS«#gS 
1 5 0 fc:fctt£l©-^*&S©*a!S±#©SI*l£t; fc»tSit«c 

jaaitfgsff *>© fc-r So @2 9®jii7D-it ztibm^&fr ^Wkmt 
mm vTmnztiz t smm^m so ok*ij5ats, cci ttin^ai&.fctf 
20 mmiSi^ki 5 o ic 4s ^ ztig^mmomm&mw-r 2>? n— -ca&a 0 

E129©S1801 fcfc^Tx B«ff£Klttgt®^«>J 1 8 Ofcte^LT 
^Sv^^-^r-^iV ^-^SfflflBSi^ffl*- (Cognizant Key) {^ — fm 
*rE»#S& (Cognizant Mode)© 4> t < Br- * 5^PHt lB^£5£ffl * — 
(Non-Cognizant Key) ("r — PlEffiVx SB^^S, (Non-Cognizant Mode )©!;§-£•) 5: 
25 ^B^tb-To =r4 X? frt>X*>'i— I D (Stamper ID)^^^tU1"o 

S 1 8 0 2^*5VN"C. IB^^KUffiS'Jtf^i: L-COf-f^i' I D (Disc ID) ifi 

ID&gfcffib. I3^$^TV^*5tiX(S S 1 8 0 4t> U < 
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fc. S 1 8 0 5 T'i±. D (Stamper ID) by*4Xf7 I D 

*m^x. ^4 ma % 0 7 4 x?mm*-&ftizm2 i*m^ 

Tirobfe<t5[:> #JxJ£, FIPS 180-1 -efe&bt>tix\,^2>;\y is^m%t.S HA- 

(Title Key) fcifejjSU * -*-©mtt« t £ fc 5 s -f * ^ fcffi**- S 0 
&fcS 1 8 0 _tI3©7^ H**- i: h/l,:*- fc % 5 s — ^flpflfffi 

^sSiffl*- (Cognizant Key) (5 s — *#*rSB«>£fSC (Cognizant Mode )©*§•£•) 
* b <«±7 s -^^»«fHa«S5«ffl*- (Non-Cognizant Key) (^ — * £#$f IBS 
#5$ (Non-Cognizant Mode)©*§-&) j&»e, N ^ Wl/H**— S£jfc-r* 0 

S 2 0 0 lTfSBS^E- V t #y : ~-*mmmm3il&> (Cognizant Mode). -T&to*. 
Cognizant IBI§©*§-&fcJ: N 7fy7S 2 0 0 2 tI^ 5 s W * * H :& * — ( Disc 
Unique Key) £* -i h »*-(Title Key) fc, ^-^HWfMagfcffi ^-(Cognizant 
Key)i:^e,, ^ -f b^H**- (Title Unique Key) j^T -5. o 

S 2 0 0 1 T'tBS^- K^T-'-^^^HfiB^^fS; (Non-Cognizant Mode), f& 
t>*>, Non-Cognizant IBS^©1§-£-(± N Xx>>7S 2 0 0 3 CMf^^@t* 
- (Disc Unique Key) £ * J (Title Key) fc, r-^^SftlfSBg*a 

ft*- (Non-Cognizant Key)fcfr£>. ^-f hM|f*- (Title Unique Key) * 

MIS £ -5 o 

S 1 8 0 HeiSigfttlBtt^tnyrVyr-^cDtlig^br- 
*&TS/t>ry h0l-C§it^ o S 1 8 0 9T, TSM^J£3 OOlt 

igcciiiATs, *&fc:fl!i©«**i(ia*^to*feffl*ftiiDf So sis 
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10ts ATS&ttiHUfeTS^yb&Ji&gfiU 1 7u «y ffl 

fr%mfe-f%o n*o*tttf»j£$nfe»^B:^f * rs i 8 i lcjt*. 

Jkfcx Bg-^^S^IS 15 0tt, S 1 8 1 2 "C, :/D y ^-^©flsH© 3 2 tr 
* h (ATS^tf^D^ • S/— K) J:S 1 8 0 7 "C^J5K b fc * W hJUt* 

S18 13-eit y — £ffl^T S 1 8 1 1 t«bfe/D * ^5* — * 

io SM'fljf £o 5fc £ b £ d B£-if<fb©*t^ i: * & ©fi> * 

fc £(2 FIPS 46-2 -ZMfe^tlZ D E S (Data Encryption Standard) 

S1814-C, Bg-5§-<bbfc:/D y ^5* — ^*ia«»*fc|B«-r*o S 1 8 1 5 
15 "c\ ^r^ — ^ ^13^ Lfe^^*0®f-r-5o — * &IB^ bTl^ftii. HB^^a* 
SIT ^r^ — 9 $IB^b-rv>^(tn«S 1 8 0 8 CRotSOiDf-^ffljll 

^T" y ^"S 1816. S1817 C;feWTx Z. ©83^#L3i £ ^ > 
SB (Copyright Information) 44^1, ^© 
20 KIfi9^ftJ:tt©MAC (Message Authentication Code) &ifesS;bTN 5 s 
^ t^f^Hstf $g&MA C 41B^-r^>oHuM bfe J: o tCs^#^ti^(Copyright 
Information) •I'&Jx.fcJU A*V-*if£B, IB^Siom^ bttttti^g (hu 
3zE©^1, 2, 31S:f^). IB^^e— p*©£tS?B. n > ^ > y 4^ £> £*i £ ^» tr 

-ftj stiffs*: nee c i >0>£>^iR£ft7cSfcMbv^ji£te:3^-ftJmi^T*fc 
25 -s*-f tr 13®=j >^ >yc*l7 5 3 tr— 0J«5|g^ 

fliiaftif-e* Ds cne>oti^4»^e» 1 Bi_t bTts^bx 
-r*o «#tsff^©^^*a3a^(i, stc, 1125, 02 6 S m2 
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10 4t^Mlt-O^T0 3 iCM^Dy^iiis El 3 2 ©7 O — &fflt->TS&BJf 

a©mn^fiHj-rso 03 20S240 i t&^Ts mmm&mw2 3 0 0 m 

3 1 # JB ) ttr^n 3 2 0 ^^ra^ID 2 3 0 2 !:7l' ( pre - 
15 recording) IB^m^S-^ i:^^>^-I D (Stamper ID) 2 3 8 0 * 

^s#©p<^>;^e»x'^^-^-2 3 o i, =r — ^ mmmuis^m^- — 

(Cognizant Key) 2 3 3 1 £ £ Tl/Hb & * IB^^Slffl * — (Non- 

Cognizant Key)2 3 3 2 £S5^fctJ-f » $fc©IB^#L:g©§£l3J§/b : > 4> 03 £> <fc 5 
=T*7>7 I D&^W^£&£frb#>fB^£tlTM£fr, -eoT!&V> 13^ 

(pre -recording) I3OTtt#-Sf 2 3 6 0li, ¥isbmm&#.X& 3 5 s X 
^tcteirt^tlfctr-f X^H^©ia-f^if it-fe^o £©:7l/ (pre -recording) tft 

350 *itm^xm&mm(Dnim*mm-rz>o -?x*-*-2 30 m, 017 
25 (07D-cj; DiBstna^gcD^ u ni£ft < i:ii©& £ ntzw®*— x 

'r — PffimmUli&m*— (Cognizant Key)*> £0^"-* #8?ff f3g^5$ 
ffldp — (Non-Cognizant Key )teu ^Jx-eft?*— PMtif (Cognizant) Bflrt— K:fc 
£0^ — fltffiffi (Non-Cognizant) BBft^e — 1* fc**J5to bfe 1/7 *r 
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mum&mm2 3ooii, s 2 4 0 2-r% ^^^^m^ia-r^^^ 

$8s x — * &1BS bfc h Zizmm bfc v**-*— ©m<ft#-# 

(Generation #) f * fc> *» B3» B^Ht-ft »■§■ 2 3 5 0 & If 5* ft "To * ft* « tit #8 
5 (Copyright Information) 3 > \V © A* V — *««U bB^$S§§©*:^ 

jSfrblii'fttiifB (huxE©^ 1 s 2, 3MX BH^E— h*©&fii?B£:. 3>^->*y 
£ft33 fflflMftflTCfeS C C I fr£SiR3*i&*fcJRb^*IRte 

io ^t«tt«3i;-i(!ipii«i»frt. i ei_h©««**$*n«o wftmmm 

(Copyright Information) ti, tCBfe tl^C <£ 5 £s IE 3 - K 

i;bt©MAC (Message Authentication Code) AH*#D.;*ftTlB^i&ftJ-*&*l*j£ 

7r^7S 2 4 0 3 T-«. t*^ X^ID (Disc ID) £: v .X # — ^F- — (Master Key) 
15 t^^>^-ID (Stamper ID^.BJV^T^'f .X i'H^^— (Disc Unique Key) * 
£/&2 3 0 2 T-&0 £©* — £££#*£&, ftCEI2 1 Sffl^TiS^bfejiD^fe 
D> 0S*.tf. FIPS 180-1 T-Jfea&£>ft-tV^^y J/aHft SHA-1 C N * — 

hr^^ ID (Disc ID) © If y b St£g C J: D 5 s — * bs * 

© 1 6 0 tfy r (D&xiiifi 4^^*^— ^S©^*^ ^M^r — (Disc Unique 
20 Key) tT«it^*ffi^ y * R^gSgt&ffl ^ fc/N v a. UWLVl V * * - 
(Master Key) tr^^ID (Disc ID) & A* Lt# 5> ffl V% £ 

2 4 0 2 TB««E#*>&tt«KH bfc^©7 s -*©B»l$1SttMa s *"*"1&fl;(l$ 
^) ©vx^-^r-X-fe^o bB*li£*B#£*i<fc i> *>«rb^tttt©^** 
25 -dp — £<£J$ It ^3 ^tllffl^tf^ X^@^=*- — (Disc Unique 

Key) S4^bt^)iV^o 

^ry7S 2 4 0 4{:i5V^T^ ^f£*Stii$8©M A C ©etH&Hfr-f 3 o 
MACfm&. 2 8 *m^X®,W U&«HC iot^^n, E!2 8k:^ 



• 
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fips 180-1 xfetb^nx^z^ * ^altS HA-1C n r-{X^M+-h^ 
h/u*-k*f£*tiHRi:<Di;y h StSfc <t D M£ ft4 7-9 b. ^© 

i 6 o if * h©aj*^e.*^s&7 s -^s©*i**^tB««MAcisi: vxmm-r 

5 -509 2 ©#&#3Sfl3T' # So 

fc2£r5 v^ T «r fc fc £ Jifc b fc M A C * i: ifim b u i; *9 »r * tin fc£> «ff«1ff tt © 3fe 
KR% ^ & © k jhr * ft * o 

7r»7S 2 4 0 5 fli, £ ©M A CJHi£*$ir*J^*g*fca£^^T??£TirtB 
10 tt©fljfe#£fT«*ft*o *0^M©P^B7 o-&H 3 3izmTo 

M3 3©^fy7S 2 5 0 1 fc&^Ts M?f£ttBttx S 2 4 0 1 
Lferi/ttftSf i:,S 2 4 0 2T-^tBb&I3^Btffi«§^©$flB&fl;i£-r3o 

15 1ftft± D fe^V^mf^-C-^S^^, S*^mt6i:*!l«rb, H32©X^yrS24 

^ 9 - * - si m -5 ^ -c ns -fb £ ft fc * © -c & * » k: « ^ © s £ (± fF w $ n -r . 

20 fipt,. ^©toSJis ^lEtf^jibT, «*©1ttft©v;* &n& 

< ftofc^iE&BBftilgT-. *VMftfl;©V**— *-fc3£^*Cx :r — 
4b£ft. SBfiUSU*fclBS$ft&»^fcKi§«fc©k*y»rb, ^©J^MIEft 
IS V fc £ o r 5 s - 9 ifi 13 ft $ ft & IB « © S £ f * ft t> & V > £ b 3 X & 3 • 
CftfccfcDs ^jE&E»&1B©teffl&#|ifc-r3 So 
25 — 03 3®Xfy7S2 5OlttMv SBSI$1!tttM#«*-1!tfl;j&s. 

r na«ttft*t ^atttft k»t« $ * k*sjfe£ftfc»-e\ bp*>. iBft^m^ti 
feD. tot, sa*«E#fcSB»3ftfc=i >^>v&. y^mmm^mm^Tn 

'Ril^^m©1fi:f^©^x^-^-fcS^v^TH§-^-^b$ftfc^)©^?fes^-&fc(i. 
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m&^njmtmmv, H3 20^? ^rs 240 6^T^^^y7it N 
m&mm & ff t> -r & ^ t -r -5 » 

^f»rs 2 5 0 2tiv^ p<^e >; ^BBit$nfeBt^"fbv^^-^r— 
10 c iB^^m«;t*^* s ^-rm^w.m-efe^ i:*i^^n7c^-^s bp*.. ^ 

^ y £tB1t£ tife * - C ©ffiTC #.!Blil$iafttil$g#3tll-1tTC £ m-iPs 
£7cMft<fc t> fe&r UV>®^ ^r97S 2 5 0 3 IBilBS©^- Me** 

JS1"Siis -T^fc**^ — ^^WIB^^Slffl^— (Cognizant Key) b < li^-* 
^^tflB^^^ffl^r— (Non-Cognizant Key)*. Hife^il £ #7^^^ It V» & 7> 

15 ifd7>*f0»f-r^>o 

;*:r y7S 2 5 0 3 fc^T, HB^R#©^ — F fc^f/ftl" ^it fe 3 =r- $ m$t 
IB^^Siffl^— (Cognizant Key) $ b < ^— * ##flf BB^Ti 5£/B * — (Non- 
Cognizant Key)*. S^^^i^^Bf^ bTV>*»-&. SSWfgfcliJ^tSo IB 
^^©^e- K{-M^t-^.it (^-^MMIB^^^ffl^— (Cognizant Key)£> b < 

20 {i^-^^PWlB^^S;ffl^- (Non-Cognizant Key)) w£$i2§ £ #7j s ffi;£ 
Xfy7S 2 5 0 3M^T. 0 IB^Bt©^ — H M Jfo"f 3 81 (^-^flrlB® 
£5$ffl*- (Cognizant Key) b < & 5 s - * * fl? flr IB® # A ffi * - (Non- 
Cognizant Key)) £ Mtfim^i bT ^ 3 £ *lfc»£fcU ^ V 

25 7S 2 5 0 4Ci^> EH 3 2 © X :r y !7° S 2 4 0 4t fH"^ lf:MAC #IE b V> if 

frgfrTj^ja^ti-So ^b^Ji-&-t;i:> -y7S 2 5 0 5 C5I^ ^-gt©*§-£- 
7ry7-S 2 5 0 5 -c\t. bWlfrm Ufc«f£fl^*©tfttt*sfSfT * 
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-s H3 6lc*f^fSfil«*0^-r h^SOrr tf-MfSfBta^T Wife ITS £4*J 

mmm^^^n^mm^n^t, E34,i235,Ei36©:7D-£ ik±«#? 

10 H3 4©7D-tOV>Tttl|9t*o B3 4B\ A7J V -^ittS^O 

tS^"oIS**fl^t-^^-^T-fe D , £?\ X^s^S 5 5 0 1 T'^-lf £ !) tfj 

tU©IEEE 1 3 9 4 I / F*^ bfeffi*-efe t> „ 5 CD T C P £ip#ftbfc 

*&#JBU ^togB^Wifc^gl*!©** U fcte^bTV^aj#f&JI®ti$gfc©*fJ5S 

20 tf?g{i^{cEIl 1 *fflv^-CW«lbfcX*V-^K:H'raW*IWIB«*fcN«ll©* 

Wittt^-ifjFffiJiSb&fflifrtfB CDTCPtMbfettlAtfe^ #ifc({±! 
*) : ?^3>7 i >y©^f^«^^{C^^$tl7cA7JV-^'W^>!) s 5 CDTCP© 
7 r — ^T'fell«s Ell 1 ©»Cio*"r«±«©7-f >©5*-*C«4!SU ffl7J#gF 

25 w^n^o * s Ji^bfeai7j* s ^^^;i/ffi7jT-fe d> w^(m*) 

3 > ^ > y ©^f^^fiis t mm £tLfcx±iv—x mm&B stfeoti^ ia 

1 1 IZTsklT))/ — )lsX-\ZI3iti-frWf i ~®£tiT ^&M©-Trlf£i±*Tt>;ix&i^o x^>^^ 
S 5 5 0 3-cttc©J;^«:*ff«HlS*Rfc:»iWb&X*v-^ft:*t5< ffl^irS© 
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m-&lU±, XT^rS 5504. S5505 fc&WTx A7J V — ^flUBC*^ < 

i lcstistisit^) izm-3uxm%.$nzo &i>^mtemmi> s $>ti&, 

£n>:r>y&IBiibfc§SM®©S^ii>b>b«tt 1 , 16 2, » 3 16ft) t* 
-2> o 

15 >^>y {sxmm, m&&fr&-&znz>m'&&, m 3 5 iz^-rm^i^m 

it, 13 2 (Dt&m? D-ffl7ry7S 2 4 0 9£D^D y ^ 5 s — ^ ^-^^LS^^X 
#)&i*#&£ft-CV^*§^rfi. i32©S 2 4 0 5 <DW& W ag^J^X 5 s - * & 
20 El 3 5 (0 7 U — iZ~2\,\xm.W?%>o £1\ Xf77S 5 6 0 1 IZ #\,^X, 
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— >^ >>y £ri if- l ffiftW^r:^^ U v — ^? (1 0) &^(D$. 

ftI&St77^v>;7-^ (10) ©n >^ >y £3 If — bfe»-&t±£*itt± 
5 3tr-St±fc^*- (1 0 1) Cje«$ftTM*£fcfcfcs„ 

< jess * 3 \f - mm ifim& $ n z c ^ c & £ 0 

X^v^S 5 7 0 lfc^VMT. WSLZmfiL £5 >r>yCMt§ 
©*-f Wl'S'Jn tr— HPHiHiHBSMbT. tf— ffilfflflt 

20 034, i35s 136 ©ili7D-B, «f1?tttg tfe^ $ ftfc 1 o©t» 
£M©=i >7 1 >!yc»jffiU^aB*iSEtfK:«tt$nfcaF^«l«$Bt:^*n*»-& 

c:ne>©*lJ^©^^^s-^v^T. ei 3 3 ®m&nim&<Dmfemm.&mT u -r 
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CD^J^teU |3 2<DX^V7S 2 4 0 9©7D >y ^ 5 i — * ©«-^5fl.S©^ IC^fr 

EI 3 2ffl7D-tI^ S£M£oU-TtaB.J3&^W-3o Xfy7S 2 4 0 6 

^13 7 fc^-To Bg-^^a^lS 1 5 0 (4, X^r y :7S 2 6 0 1 tl5UT, IBS^E 

£iXfcfS^ — F (Recording Mode) Cl^ U $ ti 2> «, 

S 2 6 0 1 l£:fc^T> IB^ — H ^t 1 — ^P^b3^7? 5£ (Cognizant Mode )-£& 

10 3 tlfc^-^fis Xf97"S 2 6 0 2 fcjiaK 7*>f M* — (Disc 

Unique Key) £ # ^ b ;)/*-(Title Key) i:,^— *8¥#f 13^73 5£ffl * — (Cognizant 
Key)hfr£>. MVH**— (Title Unique Key) &£j&-T3o 

S 2 6 0 1 ttV>t> Um*— * &7 : — #3tmitiKmm5& (Non-Cognizant 
Mode)-efe^> tltcm-Ste, Xr^/S 2 6 0 3 izMfr. 5*4 XtM^*— 

15 (Disc Unique Key) £ # -i Ml/*— (Title Key) £, "r — # #8?*/f fa^;&5£ffl 
* — (Non-Cognizant Key)£:fr£s * W r-H/B** — (Title Unique Key) 
^T^o ^f-ilCIl S HA- 1 & ft V 7 n y ?m-BVl&-3 <^'r> 

±fa©j&BJ3-£«, V*#— *— (Master Key) £ ^^>^-ID( Stamper 
20 ID) i: r-f^i'ID (Disc ID) ^^^-f^^S^*— (Disc Unique Key) 

b> dft£:#-f Wl/* — (Title Key) £ 7 £ —&mffii&mj3j£>m*r — (Cognizant 
Key)* b < iif-^*itiB®*Sffl^- (Non-Cognizant Key)^6»^-T V;VH 
^*— (Title Unique Key) & •S-ft-^tl^fifc't" 3 <fc -5 £ I/T^^^n t 5 ^ 
W*— (Disc Unique Key) §^St Itv7^-Jr- (Master Key) £ 7. $ > 
25 At— I D (Stamper ID)^^^ * ^ I D (Disc ID) £ # -f h 71/* — (Title Key) 
£:> ^-^^^IB^^f^ffl*— (Cognizant Key)* b < tt^— * ^^tffB^^S; 
ffl*— (Non-Cognizant Key)#> <b Wfe* <i r71/@** — (Title Unique Key) £ 
&/&b-Cfccfc<, Sfc, r7l/ + - (Title Key) £fflO-f£. v**— *— 

(Master Key) i: ^ * W* — I D (Stamper ID)£t^ * £ I D (Disc ID) £, r 
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— $mffiUU?5?&m*— (Cognizant Key)& V < lir-^ t^Mtfi 13^75 Sffl * — 
(Non-Cognizant Key)fr£>^-Y b)Vm^i*~ (Title Unique Key) IS MS £> H £ £ 

S 2 4 0 7 Tf^-f X £Bg^b£ftTte*rt$tlTV>3Bg-Sf -fori >^>y 
5 2 3 1 2/^S>)li^^D y ^^-^ (Block Data) £^fcU I, S 2 4 0 8t, ^ 
D v ^=f— $ <D9gM(D 4 AW > ©:7*n «y 4? • — K (Block Seed) b # # 2 
3 1 OtliJV^T^ibt, ^Dy^Jz-F (Block Seed) ir> S 2 4 0 6t4^ 

^□^^ . (BlockKey) $fc£S£W bfcHI 2 4 ©;d/&£5gffl 

10 -T^> d £#-e^3o "T 3 2 If y hC^D'j'J • — 1* (Block Seed) ii N 

6 4 If y h ©#^ hfrMH*— (Title Unique Key) tfr£>, 64tfyr©:/n 
y**'- (Block Key) ^ife^T iiffl T- § * » 

±BBt& 7 s -f — (Disc Unique key), $ -i h^H^^r — 

(Title Unique Key), fxiyZ*— (Block Key) %J£tl?n£:ffi-t ZM*mW 
15 Life^fe £: xJi.-r-V Xt?m^*r — (Disc Unique Key) J; #4 b frM^* — (Title 
Unique Key) ©£j$ &H?J "T -S CI £ & < N ^ n y ^ r £ C T ^ ^ — (Master 
Key) 7^>/t-ID (Stamper ID) tf'f I D (Disc ID) t 9 -i Y )V * — 
(TitleKey) £ N 7n^J/-F (BlockSeed) 5 s -* «¥«f IB^Tj 
(Cognizant Key) & U < tt^— * WM%xMMl53t,m * — (Non-Cognizant Key)£ 
20 m^X7v y (Block Key) MlltU^o 

y^dp-#£/&£ft3 fcs &£S 2 4 0 9T% 7ny^^- (BlockKey) 
^fflV^tBg-^^fb^nrv^^, T'D y — $*U^2 3 0 9 1, 2 3 0 8 

h »;— A$r^^-r^=§-b^>x^-h/i^y h cat s*swin$nT*D N ft£ 

25 iiB^bfeT S*fl.3I^!S!3 0 0 Hfe^T, A T S Cl^S < * h U — A*HI#gHT $ 
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X^Z>7v V??-* S24 10ts *ffifrBihtzfr&mWi 

b. r£:r-*&i£^iB bT^ftiiifilT b> ^^t^i^MS 2 4 0 7 CRD8D 

5 ±ASbfefBS?f£g«&^ El 3 1 «fc o fc\ 5r — #8?#rfB^>&j£ 

(Cognizant Mode)IB^ffl©Bg-§-fbs ^^Mit^ffl © — ( ^ — ^ fl?flf §3^73 
5£ffi3p — (Cognizant Key)) ^ — 1¥M%xUM15& (Non-Cognizant Mode) 

«««©OTfls* ^^wn^ffl©*- (5 s — ^^»«fi3j»*a:ffl*— (Non- 

Cognizant Key)) ©5R#*»ftftfcte;§ RTfB&#lJ5)MH"efe* h^Ttifr-jj 
10 ©dp— % -T^to-fe^— *Mtfrta*'lS&J9*— (Cognizant Key) N afc^vMi^— 9 
^P*fiB«*^iffl^r— (Non-Cognizant Key) ©*4ttW bfcttlSfciSV^Ttt^ V^ 
rftfr— #©*©»«=* — fc#Jfcf*>&3&©3»&!lfx b. «JM* — Jc2£-3v»T=i 
>r>y©ttHlffiO7'0 y i> 3r — &£fi£1""3o 

±IUfei5C, #fSili!©WfBM»«i: b-r©S^^B(i. 3>^>^©W 

^©qJS**0^-r^.o «f^«tB«K:i±x A#V — *mm> IBM§s©t??2iPt 
ffiftt*$B (luM©S 1 , 2, 3ttft), SS^ — K©#tt?Bs ^ >T>y*frt>fH 

f $ns3c-flflfli«t b-r© c c i fr&3^sftfc*fejiii beaten 

n >^>^/©3 tf— MS£$J^#Jfc:llf5 : -r& £ t^Rltg^&^o ±M bfe^^M 
>y-£i*#3 U — "C Sl^CIJs =&^d * ^ fc^fti^ixfcn tf— UUm 

kcci)^ iwt^tajt^^i:^ <*®*st3>f>ysii(3 

if-) btfcfBj e.F^fi&Uo 
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£ii£3tf — fflfflmmt Ut©C C I *»6«*?$n&*fejKU^*JK16n br-fftl 

^-T h;i/giJ=J t? — $]$lt*«3Sffl L£3 >f>^S4fcUi3«l7D-^| 3 8 
CSs-To HI3 80^f?7S 6 10 1 T'fi. S^^^n >^>y 

io fe^ftisti^^s>^^ h;i>a3b:-ffiiffli«*S8i»u m*#bfc*-f h^aiat: 
— ^-r hMspt: — mmmmifi=i u --c-&^t§-£-fc«:. 7,r97S6 

15 1 0 3 fcit^ 3^-©|^W£ft£^#£»ffiLTffi;bt-£;ii:fcr&£o d©» 

£&ic % 3 >^>y b! - sua? wiR^^n *> N iftjinif- 

1 3£ffi^Tl&HJ§bfe£d£, 3bT-j|atBlti|ffiAsS6'fb-r*TS/1^ry h©^Wt 
- fc s :fe * 3 b! - £ ttJfctt fTfcr-^-CJ&S. 

3 b?— $yttffif$R©gHbj&titffi&a£fl§ bfe3 >^>y?f£Hj;&#is«7 d-ih 3 

9 ^^-To El 3 9 ©7r^7 , S 6 2 0 1 >^ > \!> CMJfcttW- £ 

m$£.ib&mwnz.&-3^x. 3>^>^^©3t! — y «;— gj#&£rn br— ©fFRi£ 
n^3 >r>ymm%$iiii-f%o Attnctt."*-? h n o . ts^^t, 3>^ 

> y cd 3 qlfggU^ * #^-r & o 
Xr'?7"S 6 2 0 2tl^ ^f!y7"S 6 2 0 1 ^rtttB Ufc3 hf— lTi£g|5:55-&3§ 
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So 

[ 8 . t*— *ffl^fcie^ftiaict*=i y ©issued 

10 ±8B©^}£^Jtt, W&Kb*— rny^ (EKB : Enabling Key Block) £flH> 

Bf;£©v;** — * — c: £#T-£&IB^Pi£sg@{i. *cr>m&& «fc tf^ft^. 
15 ffiCC©->X^A-eBB^$tifc7-'-^ c t: A»«rtBC«:*o fe«U s> 

A £ 5 ©44H jts ^^^-^r-Mf f Clllfei 

-samm-p > * 5 s - A^cs^ h v> a ^n^fc & & o 

^ntMls !Btift©EKB (Enabling Key Block) % /B lATfei£-r £$t& % 
$L*s*y : -U\Z.m%}tZ^7,9—*r — <U ^ © IBM** Kl ®^^?Jj^ ^ 5= <f T 

1114 ocii, ii 6 iiiein©^!!^: bXs "r^-i xo-frmmmmzfam-znx^ 

3 t |;S©EKB t t©1&tt LTV^ 'J-7*-K 0 0 0 0 t; 

25 -K^r-KO 0 0,K0 O^ffl^THfy-K^-K (t) 00 &£fi6U ^ft£ 
ffi^TH*r* 7 s -* T^* — : K (t ) media & W S £ 5* It V» 3 c C£T!fc;fc 
K (t) mediate, -€®e«Ktt<D7 s --*CDfBflU ?f£B#tC^fll £ ft £ 0 
tl&s W\ 4 0 fcfe«-4^l/B«tSfi#-§' (Generation #n)«, 5 s 'f T * — £ 
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«#»Wr^7*-:K (t) media *»* U «t^ BW ^ 07n 

B4lMf^S 2 8 0 l0EKBO«»c» k S 2 8 0 2OEKB©tt 
tt,«l**lBl7Wr^S 1 4 0 3*i tf S 1 4 0 4kHi(DjH« 4 , 

^^SaBOSt^tBiBSMtt^^t-K (t) media £y 
-K*- K (t) 0 0Wftb ftMXEnc (K(t) 0 0, K(t)media) 

*>. B42t W tfti7D-© ( t5l:&5 0 0420MI7D-Ii, 
-<DMtS 2 9 0 imU *M»**lfc»#fc«D*. 7f,7S 2 9 0 2t 

zvmMMx^ mmm*±<D7-*a> bit-by-bit =.k-*»«&»c % g « 

BO 4 3*J:i|tH4 4tt, *tl*ft*l<D«#|fc*|** H1 9**98 2 0 fc 
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MfoT Z>fElX& *K v^^— dp— (Master Key) <D?i>t> t> £ * t J T (Media 

Key) ifimt>tix^z>&ftmtz-3x& v ^ * — (Dm^mTumm 

ffiftM (Generation #) Sffi^Tt^^^^^ftot^So 04 3:fc<fc^EI4 

4©m^(±. 0i9. m 2 o (Dmmtmm.^^ i Dostii^^n^-r^^ 

Ds fux&bfcEU 9 (^JE^ 1 ) ©7D-ft-b £;*tjfo-r £ 0 El 4 5 

1450S 3 2 0 1 tC&OT. 3 0 0 0 fcfc g ^ ^ »J b 

10 TOS ^-^^^IB^^^iffi^- (Cognizant Key)* i^/t) b < Ji^-^^^ 

IftiaMsKffi*- (Non-Cognizant Key)i: N 14 1©S 2 8 0 4T*IHU — B$ 

teCS^lt^S^r-fJ^-K (t) media £t!#-ffi-ro t^X^*^ 
WS — I D (Stamper W&Mfrtilir 0 

S 3 2 0 2 MOT, aB^SifciggttsB^ft: 4 3 0 2 0 (3|SIS'J 

15 mmilLXCD^ >t X# I D (Disc ID) tfgfeiCfB^;* tlT O 3 if o i>*ftSt^« 

IB^^tLTOtllS. S 3 2 0 3-e3©f^^ID (Disc ID) U (143 

£*aii). mmznx^te w-n«x s 3 2 0 4-e, 7>nt, fcb<&&s>^b 

HbfelsbibtltzJsWiXrJ X? I D (Disc ID) 5r * Cia^f £ (El 

4 4fc*BMOo 5 s -f 7t> I D (Disc ID) W 7. £ 1> £: o &ni£ £ W (DX, 

20 u- p-f >i >; r& ^i-^^-r^, ci t t>qrtg-efei.o o-f fto^-a-e*. iKics 

3 2 0 5 fcJItfo 

S3 2 0 5X&, S 3 2 0 1 fi^tB bfc^ r-f - I D 

(Stamper IDJfcx-f * ^ I D (Disc ID) %m^Xs =r 4 X?m%i*— (Disc Unique 
Key) &£/&-r3o ^-f^H**-- (Disc Unique Key) ©Jlft«J & &!&J3 i: 
25 Ult ff§ 1 ©HJS^JT-^ffl bfcTj&fcPl b^^T-s -7X#-*-£D«fc> D 

^CS 3 2 0 6 (cji^ -e©-|i]©BB^ri;K:@^©li : (Title 
Key) *7>^AC, &3W±&A>£> b#>j£#> & b. =r 4 X^fclB 
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^?y7S 3 2 0 7 3 2 15 9 CD S 1 8 0 7 TbS S 1815fcH 

^^yC^JtS^-SSfftStf ffi (Copyright Information) t4^b^ ^0 
afelf xy^filbtOMAC (Message Authentication Code) &&J$bT. 7 s 
-Y Cff^tli&MA C*|B^-r^oBUx6 bfc id ic.SFftslgflHf (Copyright 
10 Information) fcfc % 0!*.fcf % A± V — *«f«L fB#*«©m^»*» bffifttiMR (fu 
M©g§l, 2, 3ffift). IB®^- 

— (W»fii«fc it© c c i fr<=>M®.ztifcm$)mv^mmfe^ tr-M»«MK-e<& 

25 "T^ £ t#qJfgi:&3©T-, IEb^B£$<l®#f|fT£ft£ 0 

±SB©ii0^-e{±, ^^fT^r— (MediaKey) I D (Stamper 

ID^t^^^ID (Disc ID) iP^f -fXi'lt*- (Disc Unique Key) 
b. dixi:*^ r;i/3r- (Title Key) J: ^-^/BlfrBBSafstfli*- (Cognizant 
Key)*> b < fi^ — ^^^UflB^^5S;ffl^r— (Non-Cognizant Key)fr£>*^ h 
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(Title Unique Key) % Ztl"etl£.&fr 2> <fc o C LT^S ^J^ZM 
(Disc Unique Key) ^^FSi: It^r 7^r- (MediaKey) h X * 
- I D (Stamper ID)^^^ I D (Disc ID) ^-fh;^- (Title Key) 
^-PMffimmfi&m*— (Cognizant Key)fc b < ity=~ ? WMffimUlo^m * 
5 — (Non-Cognizant Key)fr ?> ifi^* r^M^r— (Title Unique Key) 

ltt<t<v Sfcs h;V^r- (TitleKey) £ffl^-ff^ ^r-f7^r- (Media 
Key) £: X* W1 — I D (Stamper ID) J: 5 s 4 I D (Disc ID) i:, t 1 — 
IBit^sSffi*- (Cognizant Key) b < Hix — * ^M*f fB»# 5£ffi * - (Non- 
Cognizant Key)fr£»#-f r;VB#=¥~ (Title Unique Key) ffii©i44^b"C 

10 fccfc^o 

•els. 

±BB©<fca C LTfB^£ft£^-# £?i£-r&*a.31S-O^T. E14 6© 

i5 H4 6», jbi (DmMMiz&v %m 3 1 c*fjfo-r&iaT*& tK — 3r— 

(Master Key) ©f fcDC^f>f7*- (MediaKey) &mt>tl. ^<£>fc#>IB^B# 
1ttt#-^ (Generation #) ##B&£ ftT ^ & ^#^ft o ~t ^ 3 o 

147CS 3 4 0 1 Czfe^T. SBSB£^g 3 4 0 0 ItmMmftX & * 7 s -f X 
^7 3 4 2 Oic^X^y^-I D (Stamper ID)* J: IF? 5 X ^ I D (Disc ID) £ N 
20 £&e#©*^y*&7*-*#WSB«*5Sffl*- (Cognizant Key)*5 «fctf/jfc * 
— *#»&ri3«;&5£fl3*- — (Non-Cognizant Key)*:, 1410S28O4 

25 S 3 4 0 2t\ 7 s -i 7.?te>t>mfr\£-r'<%y : —#<D#'( Y fr*— (Title 

Key) }iZ.<D?>T>yy : —#VlftjfoVXB5Wt$n, ftlWL^ x. y ? 7 — $ t UT® 
MA C<Dttm$nfcWftmmm*mfrmToWftmflim (Copyright Information) 
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mmmx&z c c i *&aiR*n&*t»JKL^*jK*3 v-mvmnthxo* 

1 &>±cr>mm&&$itl%o Sfc. ^f£*tjf$& (Copyright Information) 
5 g»fcafe?A/;!rft&^<fc-5fcN IlttiSn-h'J: ItCMAC (Message 
Authentication Code) y^ft^ £ *IT ^ £ o 

7ry7S 3 4 0 3tlt r-f 7^ ID (Disc ID) Z.*? 4 T*— h*9>n 
■— I D (Stamper ID^fflV^ 5 s W ^ B*^ — (Disc Unique Key) ££j£-f&o 

io ^^wr*— tig^m^^cii-eii^^n-So 09£fcfs fips 180-1 t-^fee>n 

Tl^/\y 2'a.|lig& SHA-1{C N ^ 7 + -hr I D (Disc ID) hCDtfy 

hjt*sc«t b^iiRSft*^— ^© i 6 o try h©as*^e»^^^^ 

— ZAOfrte^ 4 7.i?m^*~- (Disc Unique Key) t. Otf ItS^S^N 

«y ^W^Hjfi(C*ffl^fe^y ^agBRK^r-f T^r-fc^-fX^ID (Disc ID) £ 

15 xii hxnbftf^^*m^z>te¥<?>i3%kftm-f e>nz> 0 

MActr*«\ ^fefcia 2 8 zm^xmw u&Mfc &^xmtf$tis i28cs 

^"cfcoKs 6 4 fc*y r yu y ^Bg-5§-gl2&&ffl^/fc^y J'iHjRKl^'f X^@*3r 
20 FIPS 180-1 "CAE[#>$>tlTV , ».2>^y£ / 'a.|i|$&S HA — 1 &C, -f ^ 9 @$T * - 9 

i 6 o try hofflA^&j&H&^-^fto^&SfisttfiiaMA cmtvxmmt 
25 \zM^\,^xmrcK&f&LfcMAcmt&m\s^ii$mztiti&, 

7fy7S 3 4 0 5T*{±s COMA C*O^S^tf*|^5fgmK:ai-c5V>TB^nrtg 
^f*7S3B01 T'ii^-f T*- (MediaKey) tlfca>§fr£¥!l^-r 
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fenfeW^-tt*^* 7S 3 5 0 2 £3tif 0 ^f97S 3 5 0 2 ©#L31t£0 3 3© 

s 2 5 o 3 tmb-c&b, ^<D^—^or>mm^^^t>titzmm^:— kcwis-j-* 

it (7 s — ^HflfffifiU&sS; (Cognizant Mode)©*!^. 7* — *fl?#r IB^^iSJB — 
5 (Cognizant Key),^— ^#M*ffI3^^^ (Non-Cognizant Mode)©i§-&\ 5 1 — # 
^^^fBB^^Slffl^— (Non-Cognizant Key)) & W£$£ it o T fciu 
Xtv^S 3 5 0 3 fc&tSo 

^f^S 3 5 0 3-et±> 032OXt'V7S34O4 T*tf# IfeMAC ^lE 
bv>j&»3*»x -r«:fc^. 18«iK<*:K:teJM$nfeMACi:thfl[«i;UT©MACtf 
10 ^bV>*»3a»#*!lJ££*x3o ^Ll^-grfcfc. ^fy7S 3 5 0 5KH^ S 

El 3 5 fc$Fbfc*?iS;frb««;tiHRfc£"3 <ff4WSl!l^jlI, El 3 6fc^bfe 

^*^^^^nfc^f^iiMcmis©«?SA s ^*ns^-&{±^ ^^©ii^cs 

^5v^TS^«Ii:*lJ^$nfc^-&^wi5v^-r©^«l^w^cli*p^k*!l^b. ^fnip 
©^tc&^-Cs i o-e*w^^or©*!J^* s ^^^fe^'^^{±> s^nik-r* 

25 ^■t©*fl s #«JEU S^Wa6i:*J^$ntl{i. i47CSt^f-y7S340 
6 tc^ff "TSo fcis* TtftizEbfccfco ti?^* l0flSiii s t ^f-^ CMt 

^m^^^b^m^s^^-c^fT^n^^-^tt, iwics^ <n£qrtBte 

©flttts El 4 7 ©^7^7S 3 4 0 9 ©7n y ^ 7 s — 9 (D'&-^r*&m<D& tzm.fi 

-r *><> 
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EI 4 7 <D7U— (DZO'&omm.X^VT'S 3 4 0 341 OCDMSteU 

032©S24O 67JSS2410 t & £ 46 N Ifc W & # B& "T 3 „ 

±I3©Ift0J-C*{i, T^e- (Media Key) t ^ ^ W1 — I D (Stamper 

ld)h^4X^IB (Disc ID) *&f-fX^@t + - (Disc Unique Key) 
U Ztliifj h;Vdp- (TitleKey) i:, ^-^^ffflB^^SCffl (Cognizant 
Key)fc b < l&y* — #&MffimMJ51&m*- (Non-Cognizant Key)* £ h;v@ 
m*— (Title Unique Key) £ J £ti?ti£)&-f 3 & o C It l> -5 f-f^i'I 
^3r— (Disc Unique Key) i: bT ^ 7 s ^ Tdp — (MediaKey) J; X&l/si 

— I D (Stamper ID)£^>f X P I D (Disc ID) t&Jhfr*— (TitleKey) 

'r — Zmffimm.fi&m*— (Cognizant Key)* L < {i^— ^^PlffSB^^Slffl^ 

— (Non-Cognizant Key)* €> Itig * h;i/@*^r— (Title Unique Key) 
LtfeJ:<. h;Vdr- (TitleKey) £fflVMT{c:, (Media 
Key) i: X $ — I D (Stamper ID) h? 1 4 X ? I D (Disc ID) t*— ZBffi 
mm^^m^-- (Cognizant Key)fe b < & 5r - * ^g?#f sSiffl * - (Non- 
Cognizant Key)*e>^-f h;na*dp— (Title Unique Key) *BS ©tt££j?& b T 

tt^n^n t"-$d©t«f6i: U©CC I * 5>iliR2 tifcSfcJig UUiMnt- 

[9. mmm^gtw^— ptx-rmtit] 

_hM b & - ^ © M & fH *5 f 3 IBM£ ^ g i: b X <D tit MS ^ g^^J £ o 
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{c^W^Bi^-^a^lSfiHt-^-fb/^-^L S I h isXMf&irZZt'bnimx&Z-hK 
*JUg©n — 1 f 97©v>f ^D3>bra-^C^n^7A§^ffS 

5 * a c: i: «fc & fx 5iii:t4^t^t§o BifcTS»l?S*«114y7 

Tfr 5 *©V7 h!7i7**it57'Dy7A^ © n > H n. — 

Lfc— ^©Ma^^^f -r-s^a^^ >x h— ;v$n^>=j >tf a.— #©— ^ 

^ 4 2 0 5^ROM4 2 0 3 C^&fB^ IT £ < ^t^Tr^^o &3V^i. 
^7Ali7Dy y^ — y 2 -4 7 7 ^ CD-R OM (Compact Disc Read Only Memory), 
M O (Magneto optical )t s -f 7 & , DVD (Digital Versatile Disc K IMr-f^ 
15 7, *fft^ : EU'S:i:0 , JA-^7 , ^IBljift4 2 1 — Btlftifc £ 

(BBSO bTjo < C fci^tt^o C©£ -5 & y A— A:/;]/fB^**<f*4 2 

-yvy^ Atts ±xHf:i7&'J A— ^^;HB««#4 2 1 0 ^6>=» > 

tr a.-* c-f >x h— ;vf affiu f7>o-p^ b*?>, ^y^^MScSfeffl 

20 ©Alfl^lt, ^ > t a — * ^«^T-fe^ bfc D s LAN(Local Area 
Network). W — * * h fcV>-=> fc* v r bTx 3>Ka-^Ct* 

MSP 4 2 0 8T'^(lb. P«3^-r ^/n— r*5*-f * * 4 2 0 5 C -f > 7 Y—JV-fZZ. 

25 D>Ka-^a, C PU(Central Processing Unit) 4 2 0 2 il^lbtl^o 
CPU4 2 0 2 fct±. /^^ 4 2 0 1 bT\ Affi7J-T > * 7 i — * 4 2 1 1 # 
SttlSftTiStK CPU4 2 0 2H, AfflTJ-f >^7x-X4 2 1 0&7>bT:. 
a-lftiot, K^»v»>^<p-C«|j«$n*X**4 2 0 7M*fls£n 

J; b*i^r#A7J$ft3 ^ntlfctfot, R O M (Read Only Memory) 
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4 2 0 3 iz^m^tiXi^^ya^^A^mnt^o 

CPU4 2 0 2B, A- Kf ^ f 4 2 0 5 fc»«SnTV^7D 
flib<li^«, h *7 ft SB ild35 4 2 0 8T"^fi£ftT 

/w ^^^4 2 0 5 C-f h-;i/$llfc7D^7A, 2 

o 9 izmmzntz u Awt^i/gii#4 2 1 o*»6«*uj*nt^- k^v ^ 

^ 4 2 0 5 t^>7 h-;i/$tlfe7D^7A^, R AM (Random Access Memory) 
4204 C D— K Ut^ts, 

CtUCfctK CPU4 2 0 2f±. _hSz6 b 7 D — ^ ^ — h &c Lfe^-DfeMl, 
**v>tt±»Ufc:7n **H©*jsfcfcJ: r>tffeft*»a*fT-3 0 f tt, CPU 

4 2 0 2{±, j&SCJS&T, **tt, Affi^ >*:?^-* 4 

2 1 1 S^lt, L CD (Liquid Crystal Display)-^ X t — 3b«TJ||ij£$ ft 3 fib 
7JS54 2 0 6fr £>ffi;& % M&4 2 0 8fr £ K 

r^^ 4 2 0 5 £aBfit<*-fr& 0 

yrolWML S I T*fiSt4WSHJ:bTtt«Ufe^ =i>^>y© 

*w«ftffirD»^tt, «A«.-iai*J:iFia2Cw-rcpui 7 o# 

{C. T SM3S¥©3 0 0 ©JlifeCPU 1 7 0 #Hfrf * lO0V7F7i7t 
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